	Goal and/or Problem Description 

	· McAfee Streaming Spam Updates
· McAfee Activation Package
· Improving Spam detection rates

· WebShield Appliance HotFix HF220834

	

	Environment 

	· McAfee WebShield 3100 

· McAfee WebShield 3200 

· McAfee WebShield 3300 

· McAfee WebShield e1000 

· McAfee WebShield e500 

· McAfee WebShield e250 

	

	Solution: 

	
McAfee Streaming Spam Update Protection Overview 

The McAfee Streaming Spam Update Protection activation package increases the frequency of AntiSpam rule set updates in order to improve spam detection rates. 
When the Activation Package for McAfee Streaming Spam Update Protection is installed, the appliance will check for updated AntiSpam rule files every minute. If a newer AntiSpam rule file exists, it will be downloaded and installed. Currently, a new rule set should be available from McAfee within approximately every 15 minutes, and more frequently when necessary.

An un-installation package in also included with the Activation Package, so the streaming update functionality can be removed if necessary.


Installing the Activation Package 

Installing the Activation Package on a WebShield 3.0 appliance
To install the Activation package, follow these steps:

1.  Create a temporary directory on the computer’s hard disk.

2.  From the McAfee web site, download the file WSv30SpamUpdProt.zip.
3.  Extract the file WSv30SpamUpdateProtection.zip from the .ZIP file to a location on your network that can be accessed from the WebShield appliance. You may need to get a password from your McAfee support representative.

4.  Open your Internet browser and browse to the WebShield appliance, or use the WebShield Client program to access the WebShield appliance.

5.  Log in to the WebShield appliance when prompted by entering your username and password.

6.  Select "Manage Components" from the System menu.

7.  Use the Component Install -> 'Install a selected hotfix or service pack file' 'Browse' button, to find the location of the package file WSv30SpamUpdateProtection.zip and select 'Open'. The package will now be installed onto the appliance.

8.  Once the package is installed, logoff, then log back in again and select 'About WebShield' and ensure that the correct package number is displayed in the section "Hotfix / Service Pack Files".
9. Once the Activation package has been installed, the AntiSpam update location should be set to: ftp://ftp.nai.com/spamdefs/1.x/
10. You may also need to update your firewall rules so the WebShield appliance can update from:  http://update.nai.com
To check the rule file is being updated, select "Logs" from the WebShield “Monitor” menu, and then select "Update" and then Next>. The report will include details of the streaming rule updates.
If you reinstall your WebShield V3.0 software, we recommend that you also reinstall the Activation package.

Un-installing the Activation Package on a WebShield 3.0 appliance

To uninstall the package, repeat steps 3 to 7 above, replacing the file WSv30SpamUpdateProtection.zip with the file WSv30SpamUpdateProtectionR.zip.

Installing the Activation Package on a WebShield 2.7 appliance

To install the Activation package, follow these steps:

    NOTE: You must clear your Java cache before you apply this Package. To clear the JAR cache, go to the following location and click "Clear Jar Cache":

 Windows Control Panel | Java plug-in 1.3.x.x | Cache

1.  Create a temporary directory on the computers hard disk.

2.  From the McAfee web site, download the file WSv27SpamUpdProt.zip.

3.  Extract the file WSv27SpamUpdateProtection.tgz from the .ZIP file to a location on your network that can be accessed from the WebShield appliance. You may need to get a password from your McAfee support representative.

4.  Open your Internet browser and browse to the WebShield appliance.

5.  Log in to the configuration applet when prompted by entering your user name and password.

6.  Select Maintenance from the System menu.

7.  Use the Install Service Pack and HotFix 'Browse' button, to find the location of the Package file WSv27SpamUpdateProtection.tgz and select 'Install now'.

8.  Once the Package is installed, select Status from the System menu, and ensure that the correct HotFix number is displayed in the Service Packs and HotFixes section.
To check the rule file is being updated, login to the Support account and check the date and time stamp of the file “baduris.lu” by typing:

     ll /var/spamjail/usr/share/spamassassin/live

9. Once the Activation package has been installed, the AntiSpam update location should be set to: ftp://ftp.nai.com/spamdefs/1.x/ 
If you reinstall your WebShield V2.7 software, we recommend that you also reinstall the Package.

Un-installing the Activation Package on a WS 2.7 appliance

To uninstall the Package, repeat Installation steps 2 to 6 above, replacing the file WSv27SpamUpdateProtection.tgz with the file WSv27SpamUpdateProtectionR.tgz. This will also remove the reference to this Package from the Service Packs and HotFixes section.




