
[image: image6.png]



Ernst & Young, LLP

e Security Solutions Practice

[image: image1.png]Sl ERNST&YOUNG LLP




Technology Update – Active Security

Technology Update – Active Security

Is published by the e Security Solutions Practice of Ernst & Young, LLP.

One North Charles, Baltimore, MD 21201

Telephone (410) 539-7940; Fax (410) 783-3917

Email address: security@ey.com
Web site: http://www.ey.com/security
March 1999

Copyright 1999, Ernst & Young, LLP.  

All rights reserved.  No reproduction of this document, or transmittal in any form or by any means, is permitted without prior written permission.

TABLE OF CONTENTS

2Introduction

Enterprise security - circa 1999
3
API’s to the rescue?
3
Enterprise Security Policy management
4
Event Management – the active security approach
4
Active Security
5
The model
5
An illustration
6
Security of management communications
7
Affected Components
8
Evolving the Active Security Model
10


Introduction

The concept of implementing security mechanisms within networks, systems or applications is not a new idea.  In fact, many products today are providing enhanced security features because the need, the demand exists.

Chief information officers, corporate security directors, network administrators, and myriad others in IT security-related positions are concerned about the protection of their data processing environments and are doing all they can to implement pragmatic, effective security controls.  These controls may include firewalls, filtering routers, virus detection software, network scanning tools, intrusion detection services, certificate authorities and even directory services.  The problem in deploying this plethora of technological solutions has always been in the effective integration and management of the end solution.  Many “best-of-breed” security products do not play well with others—administratively or architecturally.

This has lead to distinct management interfaces, duplicate or overlapping controls, disparate audit capture, processing and reduction capabilities, differing levels of assurance, and most importantly—a heavy dose of manual intervention to maintain and coordinate activities between individual components.

Research into methods and implementations for solving these problems has been and is an ongoing effort.  One approach has been the creation of inter-device communication capabilities among components via application programming interfaces (APIs). Although this method is strongly supported in the standards communities, it does have its limitations.  As the complexity of devices and their associated decision points increase, API’s inevitably suffer numerous rounds of “enhancements” known in layman’s terms as “software bloat.”  To combat feature creep, and to standardize the integration of components under a distributed management framework a new approach is emerging in today’s marketplace.  By integrating the communications of security related components using standards-based methods and providing a central instantiation of security policy, a means for creating tightly integrated enterprise security architectures is being forged.

Called active security by its proponents, this technology is reviewed in light of some of the existing barriers presented by today’s products and their inclusion into enterprise security architectures.  This technology update discusses the components of active security and how its use can enhance the security integration, operations and administration of systems and networks.

Enterprise security - circa 1999

Information Security today, for the most part, is proscribed, purchased and installed over time and in pieces.  Best-of-breed technology is normally deployed one system or component area at a time to implement an organizations security policy in a particular niche area (e.g., firewalls are implemented for perimeter defense).  Each vendor product emphasizes or de-emphasizes certain aspects of interoperability, scalability, redundancy, operations, security features or administration thereby constraining administrators with a divergent mix of capabilities, features and granularity of control.

A classic example is the firewall configured with a policy to scan incoming e-mail attachments for viruses.  The firewall redirects these messages to the network anti-virus server before they are sent on to the organizations root mail exchanger.  The anti-virus server checks all redirected mail and attachments looking for viruses.  Should it find an infected message, it will either cure or remove the attachment and notify the administrator.  The firewall is never consulted.  It is removed from the security implications of this scenario after it has redirected the mail.  Additionally, the root mail exchanger passively accepts the input it is given (or whatever another unrelated device has deemed to be O.K.).  Should the root cause of the problem be intentional, the administrator is forced to manually intervene and possibly re-configure multiple devices to take further remedial actions.

API’s to the rescue?

In the previous example we demonstrated the current state of most of today’s integration efforts.  Firewall and the anti-virus servers communicate with each other using a set of APIs.  One such implementation is the Content Vectoring Protocol from CheckPoint Software Technologies Ltd.  CVP is used in conjunction with the FireWall-1 and VPN-1 products and may one day be combined or melded with the Common Content Inspection (CCI) APIs being developed by the CCI API Group.  However, these protocols allow only limited interaction between devices – their capabilities only go so far.  Essentially, the firewall hands off a mail (or HTTP, or FTP) file, and receives a response as to whether it is virus free or not.  Further interaction, such as taking the initiative to not accept future mail from a domain, or to isolate all mail bound for a particular user is not conveyed through standard APIs.

Additionally, APIs also suffer from the problem of being too specific.  This seems contrary to the reason APIs were created to begin with, but APIs are specific to application communications.  That means a different set of APIs have to be created for content inspection communications as opposed to vulnerability analysis or access control and authorization.

Finally, one of the most poignant disparities in API management is that each one typically implements its own levels of security.  A fundamental premise of secure systems holds that the communications path between security-related entities must remain secure.  However, in many cases the APIs themselves may implement encryption, authentication, both, or neither relying on underlying security protocols.  Security of the communications stream is one of the most important aspects in security infrastructure communications, yet management and consistency at the API level is a challenge - at best.

Enterprise Security Policy management

An enterprise security policy is the most important document to establish when designing security architectures.  The policy drives procedures and standards governing issues like what data needs to be protected, how it should be protected, what logging and audit information is generated, how to review that information and what responses to make concerning any violations.

Security devices such as firewalls or intrusion detection services implement organizational security policy.  API solutions can be used in an attempt to implement portions of the overall policy, but unfortunately, similar to the different levels of communications security incorporated by various APIs, the implementation is often disjoint.  Non-uniform policies or an environment containing disjoint controls is at the mercy of the weakest link

Event Management – the active security approach 

A different technique is emerging for managing the communications that convey not only a request for a service, but also the interaction involved in handling that service.  This technique is known as event management.

Event management is the focal point of active security.  Events are incidents that occur within devices enforcing the enterprise security policy (like firewalls, etc.) that are in violation of the policy.

Event messages are coordinated to implement a consistent network security policy and to initiate corrective actions when that policy is violated.  Corrective actions are called active responses, where an automated process is initiated to dynamically correct security breaches in order to bring the current security posture of a device back into conformance with the overall security policy.

Active Security

Network Associates, Inc. (NAI) has introduced a set of security solutions that move beyond traditional application to application communications creating an integrated set of components that coordinate activities remaining alert and ready to take action.  The combination of event coordination and unified response is the embodiment of active security.

The following sections review NAI’s model of active security and the products that use this emerging security technique.

The model

The primary component of an active security environment is the enterprise security policy.  The policy defines what is important to protect, how to protect it, and how to respond when security has been breached, or an attempted to breach is made.

Active Security implements event management in an architecture for the coordination of security activities.  Figure 1 illustrates the elements of the active security system.
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Figure 1: Active Security Elements

The sensor monitors the network devices in the active security architecture for compliance to the policy.

The arbiter acts as the Event Orchestrator.  The Event Orchestrator decides what actions need to be taken when alerts have been sent to it from a sensor.

Actors are the dynamic components of the active security model.  They receive information messages from the arbiter to take responsive actions to comply with or return to conformance with the instantiated security policy.

The collaboration of these programmatic elements creates a dynamic systems architecture that can actively respond to security events as they happen, or simply create notification events to allow administrators to control the pace of intervention.

An illustration

To drive the concept home, let’s look at the end-to-end interaction of a security event from the time a sensor picks up a security relevant event to the final actor’s response returning the network system to policy stasis.  Figure 2 illustrates the potential of the active security system.

Two examples are shown in Figure 2.  The first example shows a mail message being accepted by the firewall and redirected to the network anti-virus server.  The anti-virus server finds a virus in a mail attachment sent from trudy@domain.com to the internal user joe@mycompany.com.  Unlike the earlier API example, the anti-virus server does not react under its own control but rather alerts the Event Orchestrator.  The Event Orchestrator directs actions in two ways.  First, it sends a message to the Firewall indicating that it should not accept any more messages from user trudy@domain.com.  Second, it sends a message to the internal network file server to scan all files owned by the user joe to ensure that Joe’s user directories do not contain any other files that are harmful.

The second scenario involves a vulnerability-scanning sensor actively probing internal clients for conformance to the host security policy.  The sensor finds a host with the “finger” network service active in violation of the enterprise policy.  The sensor notifies the Event Orchestrator that in turn responds with an action message to the host telling it to reconfigure itself shutting off the offending service.

All transactions (alerts, messages and responses) are logged and notification to administration personal can be made coincident to events and responses as they occur.
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Figure 2: Active Security Illustration

Security of management communications

Maintaining the integrity and privacy of the communications path between active security components is essential.  Because networked environments are dynamic and corrective actions may be performed without manual intervention, it is imperative to secure intra-device communications at all levels. 

Communications security is provided by way of the Transport Layer Security (TLS) protocol.  TLS is an Internet standard (RFC 2246) based on the highly successful SSL protocol.  It combines mutual authentication with encryption to ensure all active security devices are assured of whom they are communicating with, and that the information is protected during transit.

TLS authentication is provided by means of X.509 digital certificates and public key cryptography.  Certificates are obtained from a Net Tools PKI Server or a compliant standards-based certificate authority (VeriSign, Xcert, or Entrust).  Device certificates digitally bind the active security device to its public key.  The public key is used as a part of the authentication process and provides the basis for a cryptographically strong authentication operation.

Affected Components

Network Associates has implemented the active security architecture into its product set including the CyberCop Scanner, Gauntlet Firewall for NT and UNIX, and the newly established Event Orchestrator.  

The Magic Total ServiceDesk product can also function as an actor by performing trouble ticketing and reporting procedures upon command.

A certificate authority like the Net Tools PKI Server is an essential element of the active security infrastructure although the CA component does not function as a sensor, arbiter, or actor.

It is our understanding that future releases of NAI products will ship with active security awareness for integration into active security architecture frameworks.

Figure 3 shows the currently implementation of Active Security using NAI products.  The primary sensor is CyberCop Scanner and its function is to actively probe internal assets for vulnerabilities in accordance with the policy domain.  The Event Orchestrator is the arbiter that accepts alerts and initiates responses as dictated by the security policy.  The actors in the initial Active Security offering are Gauntlet Firewall for NT and UNIX, and Magic Total ServiceDesk.
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Figure 3: NAI Active Security

Evolving the Active Security Model

This initial implementation of Active Security is promising.  The initial AS capable product set provides a respected technical basis for the protection of internal resources and continuing assurance that network hosts are compliant to enterprise policy.  However, it is clear that more products must be added.  NAI is planning on incorporating its anti-virus platform into the Active Security environment but should go further, developing actor agents for device specific security components.  Whether it is an operating system, an application such as a web server, or a network device like a router, actor agents should be developed to allow all network components to act coherently under the enterprise security policy.

Also, a device should only be limited to only one role.  There may exist instances when a device may be both an actor and a sensor.  For example, a firewall could detect a strobe attack and send an alert to the Event Orchestrator.  When the Event Orchestrator replies with an action, the firewall becomes an actor.  This scenario would also be likely for host-based detection agents.

If this situation occurs, the potential for unresponsive services may occur.  As an attack is occurring, the firewall would have to wait for a response from the Event Orchestrator before taking action.  If the Event Orchestrator is being attacked or is heavily loaded, then the response may be too slow allowing the attack to continue. Two possible solutions for investigation are:

· Creating a distributed event management architectures whereby a device is allowed to take a finite set of protective actions without Orchestrator intervention.  The device would still be required to feed its actions to the Orchestrator for correlation and agreement or rollback; or

· Allow the communications between Active Security devices to be sent with priority levels ensuring that critical violations of the security policy will be processed and responded to first.

One final point to consider in the creation of active security architectures is that of policy domains and cross-policy communications.  The current implementation of active security sees the organization as a flat policy domain.  However, most enterprises implement security along distinct organizational or business unit lines.    Just as the rise of remote connectivity and Extranets has blurred network boundaries, active security management will hasten the same blurring along organizational and business unit policy lines.  Therefore, it is crucial that Event Orchestrator’s come to understand the concept of policy domains or hierarchies inside the organization.  Policies from differing business units or enterprises will have to coordinate with each other concerning responses and impacts when dealing with cross-boundary entities.

Still all in all, Active Security is making an auspicious debut. The integration of previously isolated security devices within the enterprise, acting under a common policy, collecting and coordinating responses to violations, intrusions or attacks guarantee this emerging technology a place in the future of enterprise security architecture design and management.
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