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Introduction

The need for active security management has never been greater. As companies continue to open up their computing infrastructures to outsiders, business integrity is at significant risk. An active approach to security management is required to adequately secure these open and dynamic environments. This paper discusses the move toward active security and includes information on closed loop control (primitive, correlative, supervisory) along with comparisons of event management and API techniques for implementing security policies.

Corporate Walls Are Crumbling

As companies build tighter and tighter relationships with their suppliers, partners, and customers, their traditional corporate walls are beginning to crumble. Because of the increased need for constant communications outside corporate walls, companies will be required to have the innate ability to conduct business electronically with their partners, suppliers, and customers, as well as their remote employees. With all these users approaching the enterprise from different points of entry, it will become increasingly difficult to determine where one company ends and the next begins. The more virtual a company becomes, the greater its chances are of responding to market demands and succeeding competitively. The downside, of course, is that a virtual corporation can be dangerously insecure.

In an effort to become more nimble, corporations are replacing legacy applications with packaged applications, such as SAP R/3. They are also developing e-business applications that extend their ability to do business. Electronic commerce has undergone an incredible transformation over the past two years. What began as a few web sites selling books and other small goods online has exploded into a network of business-to-business and business-to-consumer transactions. E-commerce transactions have become only one component of a much more complex infrastructure of communications and relationships among businesses. Many companies have built applications that enable communication among partners, suppliers, distributors, and customers. These applications must connect disparate IT environments and often exchange data between heterogeneous systems.
Protecting Electronic Business

This is where electronic business comes into play. Specifically, companies are using the Web and web-based technologies to connect with their various constituents and build new applications. These new applications are a combination of existing applications and repositories that contain rich information on customers, products, channels, and sales. Before making a decision to build an e-business application on top of the Internet backbone, it is critical for an organization to understand the security ramifications. And, because this market is moving so quickly, it is important that the e-business technologies a company selects are flexible enough to move into the future with the organization.

As shown in Figure 1, the traditional business structure is comprised of three components: management, enterprise resources, and production line departments. Layered on top of each department in the production line are the six types of e-business applications that will dominate the market over the coming year: e-marketing, e-sales, e-service, e-support, e-supply, and e-engineering. 

E-marketing applications are the basic web-identity sites that almost every company is implementing today. From there, most companies make the foray into an e-sales application through which they hope to sell their products and services over the Internet. To further differentiate their company’s offerings, many companies then venture into providing e-service applications and e-support applications. Many companies are even looking to develop e-supply applications through which they can build an integrated supply chain with their suppliers and their customers. Some have gone so far as to build e-engineering applications that allow collaborative product development between corporate engineering organizations across their respective firewalls.
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Figure 1. The proliferation of electronic business applications
The hidden reality here is that these electronic business applications provide external access deep within a company’s computing infrastructure. This type of access is unprecedented in the industry and is becoming the major driving factor of the security market. 

Business Integrity is at Risk

As companies look to enhance their businesses by deploying electronic business applications, IT organizations are forced to identify, address, and manage related security issues and business risks. In light of the increasing frequency of security breaches, it has become evident that the e-business environment is riddled with security risks.

Security holes can be found at all levels, including applications, application services, databases (SQL, database communications/engine), operating systems (cross platform APIs), and network (communications middleware).

More than 600 vendors have recognized the requirements for addressing these security concerns and have introduced hundreds of security products, many of which have little or no overlapping functionality. This divergence in product offerings has led to a premature fragmentation of the security market that makes it almost impossible for IT organizations to compare and contrast commensurate products. To eliminate the confusion, IT organizations need to establish and use a structured approach for identifying pressing security requirements and classifying, categorizing, and comparing the ever-diverging security solutions.

The fundamental objective of any security management product is to maintain business integrity. Thus, business integrity in an electronic business environment can be broken down into five related areas: network integrity, system integrity, user account integrity, application/data integrity, and data confidentiality and privacy. Each of these areas is subdivided into more specific, fragmented security market segments (see Figure 2). 
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Figure 2. Security market segmentation

· Network integrity. To maintain business integrity, the first line of defense that IT organizations need to establish is network integrity. This area of the security market concentrates on maintaining the overall integrity of the external security perimeter (the network) and is comprised of firewalls and communication security. 

· System integrity. After network integrity, the second line of defense for IT organizations is system integrity. System integrity focuses on building security perimeters around individual systems and their related databases and applications. It is comprised of four related segments: virus detection and prevention, intrusion detection, risk assessment, and centralized auditing. 

The Move Toward Active Security

In the near future, corporate security strategies will demand a fair amount of integration between security product areas. Companies will require such integrated security solutions to actively and automatically respond to security problems. The majority of today’s security products do not integrate or communicate with each other. No standard or central way exists for them to correlate events and respond intelligently. The available tools are rarely automated and lack inter-application communication. Network administrators find it difficult to sort through the multiples of produced reports and logs to find out what is happening on the network. It is almost impossible to figure out where the risks really are and whether they are decreasing or increasing. In addition, there is not an easy way to automate the process of enforcing a particular security policy.

Fundamentally, current security architectures fail because monitoring tools do NOT interoperate with commonly used management tools. Additionally, humans cannot possibly respond to each and every security situation as it arises. And finally, even if companies possess a set of documented policies and procedures for security concerns, they have probably failed already due to the lack of integration and interoperability between security and management products. 

Active Security Requires Closed Loop Control

To effectively manage a security environment, there must be an “intelligent” connection of the security products that monitor the networks and applications to the security tools that manage the security environment. Examples of monitoring tools include intrusion detection, vulnerability assessments, content inspection, and centralized auditing. Typical security management tools include user/group administration, communication security, authentication, authorization, access control, and firewalls.

In most cases, the intelligent connection between monitoring and managing is a human being. This person is charged with applying security policies and invoking procedures to maintain a secure environment. However, it is not physically possible for a human to respond to every possible security situation the moment it appears.

Closed loop security can be defined as an automated process that acts as the link between the desired security policy and the procedure required to enforce that policy. The goal of closed loop security is to maximize automation and minimize, but not necessarily eliminate, human intervention (see Figure 3). 
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Figure 3. Closed loop security

There are three basic types of closed loop security policies: primitive, correlative, and supervisory. Each type of closed loop security addresses different security management needs. Primitive is the simplest and supervisory is the most complex.

Primitive

Primitive closed loop security is the most widely used simple form of security management. This type of closed loop security is primarily used in an environment where a single server is being secured. As an example, an organization may notice a legitimate user (an employee) trying to log into its payroll server during the middle of the night from outside the company. That user’s access to payroll is allowed from inside the company, but access to payroll from outside the company is not allowed. An intrusion detection tool notices the attempted login and then automatically terminates the user’s connection. In this case, the intrusion detection product applies a security process (check for logins) and automatically invokes a procedure (access control) on a single server without human intervention.

Correlative

The correlative approach to closed loop security is typically used when security needs span more than one server. Consider a multiple server environment example in which the security policy does not permit simultaneous user logins from multiple locations. If an intrusion detection tool identifies a user logged into a company’s computer systems (multiple) from both inside and outside the firewall, that person’s password must have been compromised. In this case, the intrusion detection tool identifies a breach in the policy, and the user/group management tool kills both logins and disables the user’s account. 

Supervisory

Supervisory closed loop security always involves human interaction, usually the security officer, and is typically in use when a possible security breach affects different servers and applications. This type of closed loop security management also includes both primitive and correlative security techniques. For example, assume a web server is being brought back online after a temporary shutdown. As the server is brought back up, it fails the test posed by the security risk assessment tool. Automatically, external firewall access is disabled , a security officer is then notified along with the webmaster to correct the problem. Once the security risks have been addressed, the security officer will manually reinstate external firewall access to that web server.

Comparison of Security Management Techniques 

For active security to become a reality, security vendors will need to come together to define and provide standardized tools and integration points for all layers of security. For this to occur, security products will need to interact through common APIs or some type of event management system that can correlate responses, enforce security policy, and coordinate security reporting. Fundamentally, there are two techniques being used to address active security today. The first approach is to use APIs for integration and management between various products. The second approach is to coordinate all integration through a common event management system. 

Application Programming Interfaces (APIs)

Internet Security Systems (ISS) recently teamed with 40 partners to form the Adaptive Network Security Alliance (ANSA). ANSA is an initiative dedicated to delivering an adaptive network security framework. ANSA’s goal is to provide the interoperability, through APIs, needed to enforce and manage security policy across multiple security solutions. ANSA partners (security vendors) will utilize Adaptive Network Security (ANS) modules and Software Development Kits (SDKs) that ISS will engineer to integrate adaptive network security functionality capabilities into its own products. According to ISS, initial ANS modules will support firewalls, virtual private networks (VPNs), antivirus/malicious code software, public key infrastructures (PKIs), routers, switches, and network and systems management products and services. 

Another security vendor, Check Point, is attempting to solve the security management problem with its Open Platform for Secure Enterprise Connectivity (OPSEC) initiative. Currently, over 75 members belong to the OPSEC Alliance. The OPSEC initiative is geared toward integration with Check Point’s firewall. It differs from ANSA, which focuses on integration with ISS’ intrusion detection product. Like ANSA, OPSEC is based upon APIs defined by Check Point as well as industry-standard protocols. OPSEC integration is intended to allow management of functions such as access control, address translation, authentication, auditing, accounting, encryption, and content security. 

Although API-based initiatives such as ANSA and OPSEC will likely make strides toward better interoperability in the long run, there is some doubt as to whether or not they will be successful in the short term. Hard-coded integration between point products has limited appeal to many organizations because it is typically inflexible, can cause problems when new versions are rolled out, and usually requires the cooperation of multiple vendors to intimately coordinate product road maps. Finally, it can be a long wait for APIs to materialize and be useful. 

The multi-vendor API approach also poses significant hurdles when it comes to practical security policy enforcement. Because the policy rules are distributed between multiple applications rather than centralized, oversight of these policies can be problematic. Instead of maintaining full control, security administrators are faced with a fractured network security policy in which the “IF” logic resides in one product and the “THEN” logic resides in another. As additional products are added to such a framework, this problem naturally increases.

Event Management

The event management approach, by contrast, is available today and is very extensible, which allows for integration of products from different vendors. The integration itself can be accomplished in a matter of days. Interaction between security products produces events visible to all of the network and system management staff. With an event management system centrally receiving all alerts and coordinating all resultant actions, customers can apply their security policy directly into that infrastructure and take into account the behavior and activity of multiple security products.

IT organizations looking to stitch up the seams between their heterogeneous security management products should begin implementing their primitive, correlative, and supervisory security policies with an event management product. Most any event manager on the market will suffice, including BMC’s PATROL, Bull’s ISM, Computer Associates’ Unicenter/TNG, HP’s Network Node Manager, PLATINUM technology’s ProVision, or IBM/Tivoli’s TME10. The best alternative would be to use an event manager that employs a fully authenticated and secured communication protocol between its agents and management servers, thereby eliminating the possibility for the event manager to be misused. The event management approach does, of course, have its own challenges. Integrating new applications into the system may require some initial work and ongoing support from the IT staff. In order to stay abreast of the latest security policies, intelligent agents may also need to be deployed and maintained. On the whole, however, the event management approach is more practical.

One example of the event management approach to active security is already evident in the integration strategy of security vendor Network Associates, a leading provider in multiple security categories, including firewall, intrusion protection, encryption, VPN, and antivirus. Network Associates has begun addressing the active security challenge by integrating an open-standards event manager, Event Orchestrator, directly into all of its security product suites. Event Orchestrator will ship with all Network Associates security products and is designed to centrally correlate security responses, enforce security policy and coordinate security reporting. This central coordination allows for integration through a common event management system that is inherently open to administrator input (ie, easy customization of security policies by the customer). Network Associates applications also interoperate with existing PKIs from Entrust and VeriSign, ensuring fully encrypted communication and authentication between applications. For customers who have not yet deployed a PKI solution, the company also ships a complete open standards x.509 PKI as part of every integrated security suite. 

Summary

The frenzied drive toward corporations deploying electronic business applications has generated an unprecedented need for security management. As IT organizations begin to solve their numerous security requirements with management tools from different vendors, they must stitch together these disparate products to implement a set of comprehensive security policies. With thousands of security threats and vulnerabilities needing to be addressed, it is not possible to manually execute these security policies. Several leading security vendors have initiatives to help address this issue. Of the different alternatives available for automating these security policies, the use of a central event manager to coordinate all integration is the most practical. Using an event manager, it is possible to tighten up and automate the security of a company’s IT infrastructure in a practical way, which allows that company to move safely into the age of electronic business.
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