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Introduction


Security used to be simple.  A lock, a key, a stout wall.  But nowadays, that simplicity and sureness is gone, particularly when it comes to protecting an intangible but essential corporate asset: information.  Information has become the new force driving commerce, and protecting it becomes more important with every passing day.  In the United States alone, spending on information technology went from three percent of the Gross National Product in 1990 to five percent in 1995, and has accounted for more than a third of the growth of the economy over the past few years.  IT spending in the last ten years in the United States has been estimated at over three trillion dollars.

At the same time, the way corporations handle information has become increasingly complex.  As companies continue to grow, merge and form alliances, the computer networks transferring information both internally and externally grow and merge as well, creating new security problems by the score.  Even the concept of security takes on added dimensions: it isn't sufficient to make sure no one can steal and use information on these shifting, dynamic environments, since they must be secured to ensure also that such information cannot be modified or distributed inappropriately.  Questions of data access, of authenticating user identity properly, of auditing and monitoring use of computer resources, and of maintaining data integrity, all come into play as well.

This paper discusses the evolution of information security in the rapidly altering corporate environment and how the concept of active security answers issues and complications raised by previous approaches to security, such as integrated security systems and enterprise security management.  

Information Security


What is Information Security?  In a nutshell, it involves making sure that a vital corporate resource, information, is not lost, stolen, or otherwise compromised.  This endeavor is a complicated effort, involving a multitude of questions, considerations, and sometimes-differing points of view.   For different users, in fact, it may mean entirely different things. 

From a user’s point of view, information security means being able to trust the network, to know that the data with which they are working is accurate and authentic, and that it cannot be modified inappropriately.   For some, information security may have become synonymous with difficulty and extra effort, as they become frustrated with a variety of passwords and different accesses, as well as trying to keep up with changes in corporate security policy.

From an operations’ point of view, information security means the responsibility of administering a network securely, ensuring that only legitimate users can access network resources and that this access occurs on a needs-defined basis.  It also means effort and time spent monitoring system activity and events occurring on the network, as well as keeping up to date on the latest security vulnerabilities and breaches which may be occurring.  Additionally, it requires a demand to stay abreast of the latest developments in security technology, and often a struggle to fit different security-related products together in an attempt to keep the network secure.

From an administrative point of view, information security means trying to juggle the needs of different users, groups and divisions, and trying to develop and maintain a security policy that addresses all possibilities as well as allowing for future expansion and change.  It also means budgeting for both the technology and staffing required to maintain information security.

From a CIO’s point of view, information security means ensuring that an important business edge is maintained, and that other companies cannot benefit financially from proprietary information obtained through illegal access to the corporate network.  It also means keeping the corporation safe from a multitude of legal issues surrounding electronic privacy and misuse of information.

The widely different focuses of these points of view illustrate just how complex the topic of information security has grown, and how difficult that complexity may make it for a corporation to ensure that their network is secure.  Adding to this difficulty, unfortunately, is the fact that security holes are everywhere, ranging from those created by or inherent in applications to others found in operating systems and hardware.  Multitudes of web-sites and mailing lists are devoted to finding and reporting security vulnerabilities and bugs, and information about these holes spreads through the hacker community like wildfire, perpetuated by the instantaneous transmission of news possible through the Internet.  

Despite the degree of terror conveyed by the thought of a computer cracker or corporate spy armed with the knowledge of these vulnerabilities, however, studies have found that the greatest threat posed to information security for corporations occurs from within, not without.  User error or lack of training, disgruntled or unscrupulous employees, former consultants or workers who have retained access, and other internal threats account for the majority of security incidents.

In 1997, the FBI and the Computer Security Institute conducted a joint survey, which found that almost half of the respondents had suffered computer security breaches over the preceding year, the majority of which had originated internally. Such computer security breaches are on the rise, and their growth may even be underestimated. Studies suggest that companies which experience such breaches are reluctant to report them, both due to a perceived inability of the law to provide remedy as well as a fear of loss of reputation and consumer trust, should news of the breach become public.  By 2002, or so the Gartner Group estimates, 90 percent of all enterprises will have experienced significant financial loss as a direct result of an information security breach.

Spurred by this growth of security concerns, Information Security has become a major industry over the past decade, with hundreds of vendors competing to address computer security concerns, ranging from entire suites of products to single offerings.  For many companies, picking and choosing among these varied offerings creates a crazy quilt approach as they try to piece together a structured and comprehensive security program from the disparate products on the market.

One reason for the rapid growth of the security industry is the simple fact that security requirements keep changing as computer technologies and networks grow and evolve.  Today’s secure system may well be highly vulnerable tomorrow.  Continuous changes in computer technology are accompanied with significant changes in security concerns and the need for additional training for security administrators as these new concerns surface.

For example, with increasing interest in digital certificates and public key cryptography comes the need for technology which can issue, store and verify such certificates in order to confirm that messages originate with the sender from which they claim to come.  (For a detailed explanation of PKI, see the first paper in the Icons Enterprise Security Management Series, Public Key Infrastructures [image: image2.png]
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Additionally, as companies grow and expand, their network needs become more complicated, particularly for companies embarking into previously unknown territory such as company intranets or dial-up networks.  Some may need to enable their systems to communicate with those of related but external entities, such as legal or accounting firms, or public relations companies, which have become associated with the company.  Beyond this, with acquisitions often comes a need to merge computer systems, which may have entirely different methods of security administration that will need to be reconciled.  Beyond this lies the rapidly growing area of electronic commerce, as more and more businesses use the World-Wide Web and web-based technologies both as a sales arena and a means by which to communicate and pass information between various departments within the corporation.  This opens up new concerns for security, since access to the outside world of the Internet often is a two-way door, allowing company networks to be penetrated by outsiders and harmful viruses.

Clearly, information security becomes both more crucial and more complicated with every passing day.  Companies that ignore its vital nature run the risk of financial loss, as well as the loss of reputation and consumer trust.  To overlook the issue of information security is to overlook a threat to the very existence of a corporation and may prove a fatal error.

Integrated Security Systems and Enterprise Security Management


A frightening amount of companies have no overall security policy.  Or they may have one on paper, but find it overly difficult to administer in practice.  Without such an overall policy, the reconciliation of the security needs of different departments, groups and divisions becomes nigh impossible.  Furthermore, the island approach - administering each different section as though it were its own entity - becomes both expensive and complicated, as well as leaving a multitude of gaps in the overall security of a corporation.  An integrated security system is one composed of such different security methods, which may not cover the overall needs of an organization, or even work at cross-purposes with each other.  Most security products simply are not designed to communicate with or augment each other, as opposed to building off the information gathered by each segment of the system.  And it does little good to have one secure department if its fellows fail to match its security measures.  Integration, while good in concept, simply is not possible with the current state of security technologies, making the integrated security systems approach only a partial effort towards overall system security.

Beyond integrated security systems lies the possibility of enterprise security management, security designed not to approach the corporation section by section, but as a whole.  This is a step further in the right direction, but still falls short for several reasons.  Some products may not allow themselves to be tailored to the particular needs of the network.  And again, parts of the overall system fail to communicate with each other and build upon each other's strengths.  For example, system-monitoring tools do not interact with the tools used to administer user policy for that system.  Even the most highly efficient intrusion detection product around is of no use if it is installed on a network where anyone can pose as a valid user, a problem created by improperly created user accounts.  Such a product will fail to identify security breaches if it simply has no means of recognizing whether or not a user is a valid one or not.

Security products come in many forms, including intrusion detection systems, which may be host-based (monitoring events on the individual machines as they occur) or network-based (monitoring information as it passes between the various machines); security assessors, which check the overall settings on the network, checking password policy and user ids, and deliver reports on the overall security of the network; data integrity checkers, which check to make sure data is stored and backed up correctly, and that important files have not been modified; firewalls, which act as barriers between internal and external networks, and which may even monitor the content passing between those networks; biometrics-based devices that identify the user via fingerprint or retinal scan; smart cards; and a myriad other possibilities.

And behind all these tools lies the responsibility for a human or, more likely, a team of humans, to administer them, to respond to the alerts sent out by intrusion detection systems, or to read the reams of reports created by the assessors.  The need for information security creates a need for trained staff to administer and oversee it.

Both the integrated security systems and enterprise security management approach simply do not go far enough in their push to achieve a secure network environment.  Gaps still exist, caused sometimes by a disparity in security products or by a lack of training in administering them.  To create a totally secure network, the corporation must look to other approaches.

The API Approach


One approach to dealing with the limitations of integrated security systems and enterprise security management has been to try to create a standard set of application programming interfaces (APIs) to better allow products to interact with each other.  Currently products rely on APIs that differ from product to product, making communication between them a difficult endeavor. In addition, the security of these communications may also be brought into question regarding the direct product to product integration, rather than via an event coordinator and authenticator, which in turn could lead to the compromise of network security if the devices are “falsified” by an unauthorized alert or command. 

The Adaptive Network Security Alliance (ANSA), for example, formed by Internet Security Systems and its partners, is an initiative aimed at producing a framework for adaptive network security.  It hopes to use interoperable APIs to enforce and manage security policy via interactive security products.  ISS intends to engineer modules and software development kits (SDKs) which its partners can employ to create security solutions that can then be integrated with the ISS line of security products.  Likewise, CheckPoint has initiated the Open Platform for Secure Enterprise Connectivity (OPSEC) with some 75 members in a similar effort to enable its partners to integrate with its own security offering, the CheckPoint firewall.

Another entity moving in this direction is the Open Group which has announced that by the fall of 1999, they will have released an API that will let IT managers enforce access policies across distributed networks. They hope, with the standardization such an API would provide, to eliminate the need to develop authorization services that are particular to different enterprise applications.

However, while such API initiatives promise much, they have yet to deliver on such promises.  While they may hold a great deal of potential for the future, in the immediate here and now, they have little to offer as of yet.  Additionally, since they are dependent on continuing cooperation between vendors, it remains to be seen whether or not they will live up to their promise or, indeed, be as all encompassing as they strive.

Active Security


Active Security, a concept from Network Associates Incorporated, a leading security products vendor in multiple categories of information security, is another attempt to address current security issues in a manner which reaches beyond the limitations of the traditional API integrated security systems and enterprise security management. 

Active Security is a combination of security tools that have been developed to proactively communicate with and supplement each other. These security tools in turn interact with enterprise management tools such as a helpdesk, in an effort to integrate the complex issues of security into the fabric of a company’s existing workflow infrastructure. Furthermore, when they detect a problem, they do more than simply pass the information along to an administrator and wait for him or her to act on the warning, but actually respond to seal the gap.  Active security is security which not only checks for security risks but then acts to correct those vulnerabilities, in an automated system whose speed and efficiency far outmatches those of a human administrator, no matter how highly skilled.

Central to the concept of active security is the idea of an event manager, a central component that both receives the alerts sent out by the security system and coordinates the reactions to those alerts.  Network Associates’ Event Orchestrator is integrated into all of the company’s broad spectrum of product suites, and is designed to receive and correlate security responses, administer and enforce overall network security policy, and to coordinate security event and administration reporting.  Event Orchestrator allows the easy creation of an overall network security policy, specifically designed to meet the particular needs of a particular network environment. Beyond this, Network Associates applications are interoperable within a Public Key Infrastructure (PKI) from companies such as Entrust, VeriSign, and Network Associates own PGP digital certificates, which adds additional information security by allowing authenticated communications between applications and devices to be fully validated.

This approach goes farther towards addressing the vital need for information security since it provides tools that interact efficiently with each other through the additional mechanism of the event manager.  It also helps ensure that such applications do not pose security risks in themselves by providing means which a cracker or internal menace can manipulate for their own means in order to cover their tracks, or lower the levels of security within the security infrastructure of the enterprise.

The Active Security concept is a pro-active approach, rather a reactive one.  It acts in advance to remove security vulnerabilities, checking for them as they occur on the system, rather than after someone has taken advantage of them to cause damage.  

The ability of the Event Orchestrator to create a security policy designed for a specific network is one of the more important aspects of the Network Associates approach.  Every computer network has its own particular needs, and that trying to use pre-configured policy, instead of one tailored to a corporation’s particular needs, is not very prudent.  For example, one network may need to restrict users to specific machines via station restrictions, while on another, the ability to move from machine to machine may be important for users to work efficiently.  One company may rely on their Intranet to swiftly disseminate information across the network, while to another, that capability may not matter at all.

In the Network Associates approach for example, the Event Orchestrator may receive an authenticated alert containing information from the CyberCop Scanner, which during a routine scan has found certain devices posing a security threat to the enterprise. Based on the rules and security policies implemented within Event Orchestrator, a number of predefined actions may be triggered, for example to initiate human intervention via the creation of a helpdesk ticket, or send an alert “paging” the on-call security specialist responsible, or generate an authenticated alert to the Gauntlet Firewall to shut down the port or service that is posing the threat. Or perhaps all three. This authenticated automation enables the Event coordinator to act swiftly to remedy security vulnerabilities as they are detected.  The NetTools PKI Server component ensures that communications between the components are always secure and validated.

A distinct advantage of Active Security lies in the fact that it allows a corporation to purchase its entire security package from a single vendor, providing both cost savings and better support and integration.  Purchasing a suite of products from a single vendor saves considerably over the price of trying to assemble a comprehensive security package from among the myriad of offerings on the market, as well as ensuring that there are no cross-product conflicts.  Additionally, products with a single vendor origin generally allow for better technical support, since the support staff is able to address every aspect of the security package instead of having to deal with a possible mismatch of unfamiliar products from another vendor. 

Beyond this, the Active Security tools are built on a secure framework, which prevents them being used against the very system they are striving to protect, as opposed to some current products, which can be used by crackers to bring down a system in an attack designed to create loss of network resources 

The completeness of this approach is promising, involving as it does the ability of security tools to interact with each other and to build off each other’s strength, as well as a capability to react to security vulnerabilities before they can be taken advantage of by others.  The speed and efficiency of an automated response shifts responsibility off limited human reaction times and allows their expertise to be focused in other important areas of network administration.  The sheer volume of log files produced by monitoring defeats the ability of any administrator to respond proactively to security issues, not to mention the number of “false positives” adding to the fray and confusing the issue.

Conclusion


The idea of information security will continue to grow in importance over time, as more and more companies find their already complex networks interacting with other, equally complex entities, both internally and externally. The drive towards electronic commerce only underscores this growing need, as does recent government legislation aimed at ensuring the protection of data.  The European Union, for example, has recently passed a Council Directive aimed at protecting the rights of individuals regarding their personal data, and the United States currently is struggling to create agreements which will allow American corporations to continue trade with members of the Union.  United States corporations risk loss of business with international companies unless they can adhere to the security standards set out by the Directive.  (For more information on electronic privacy and international trade, see the Icons’ white paper Privacy in the E-world 
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The concept of Active Security holds much to offer the corporation that has realized the vital need to secure its information.  It provides a means to create a living, breathing security policy on a network that proactively addresses the specific and particular needs of that network and then to administer and enforce that policy efficiently and thoroughly, through the use of automated software that can react far more quickly than a human administrator.
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