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The Benefits of an Active Approach to Information Security Event Management

Introduction

The term “Active Security” describes the concept of individual security products actively communicating with each other in an orchestrated fashion. Active security promises several key benefits, including automated responses to changing threats, centralized policy management across all security applications, and practical risk management through integration with IT workflow applications such as the helpdesk. 

The concept of active security management is a response to the growing complexity of enterprise networks and the increasing difficulty of securing information assets connected by those networks. Active security management is a natural, evolutionary step in the development of security technology, reflecting the increase in organizational value supported by information technology as well as the complexity of the technology and the changing nature of threats in today’s environments. Active security fosters the necessary interoperability between security technologies for centralized correlation of information about security events for reporting and response, allowing for better utilization and integration of technology with the people and processes associated with an organization’s security function.

To take advantage of the promise of active security, organizations must carefully consider how their security products are integrated. Point-to-point integration between products, for example, can create a complex web of relationships that becomes very difficult to coordinate, costly to manage, and impractical to maintain. Ideally, organizations should look for solutions which offer integration through some kind of central event manager or messaging bus. The centralized integration approach is a far more practical, flexible and efficient means of integrating multiple security products.

This paper discusses KPMG’s vision of information security and positions the concept of active security management within our main vehicle for assisting organizations with the transition to effective information security, our Enterprise Security Architecture (ESA).

Information Technology and E-Business Constitute Real Organizational Value

Organizations today are increasing their reliance on information technology at a daunting pace. In some cases, this increased reliance on information technology is a response to simple matters of efficiency, allowing organizations to increase earnings by decreasing costs or increasing revenues through more relevant information, access to new markets and channels and improvements in quality. In other cases, increased reliance on information technology is a matter of organizational survival, as competition forces escalating adoption of new and often unproven technologies in order to meet the demands of customers, suppliers and business partners.

At the same time, the role and nature of information technology has changed dramatically over the last several years. In some cases, these changes have been coincidental with the increases in reliance on information technology by organizations, but in other cases new developments in information technology are responsible for driving the changes. For example, the availability of Enterprise Resource Planning (ERP) packages, such as those from SAP, PeopleSoft, Baan, and Oracle, have allowed for the coordinated automation and integration of many back-office and core business processes. In addition, front-office systems focusing on key sales and other customer-facing processes have been integrated with systems such as those offered by Siebel or Manugistics.

All of these developments have coincided with other organizational trends driving toward a focus on the value of knowledge and information, with organizations putting tools in the hands of their knowledge workers to allow them to gather the highest-quality information possible to improve decision-making. A common element of many of these developments is the trend toward broad distribution of information technology throughout organizations and the consequent increase in importance of distributed information assets and the networks which connect them. In addition, these developments have led organizations to establish external connections between their internal systems and customers, suppliers, and business partners, often via the Internet and other shared networks.

With Value Comes Risk 

With this increased reliance on information technology, significant organizational value is associated directly with information assets. This can be comprehended in terms of the value of information assets to the organization’s strategy or continuity from the perspective of key information security risks, namely: integrity, availability, confidentiality and non-repudiation. The value of integrity is the degree to which information assets can be relied on to provide accurate and meaningful information in accordance with their purposes. The value of availability is the degree to which information assets are available for their appointed purposes. The value of confidentiality is the degree to which certain types of information can be used by only by authorized users.  The value of non-repudiation is the degree to which digital transactions can be relied upon as having been executed with authentic customers, suppliers and business partners.

Concurrent with the increase in organizational value created through information technology are major changes in the nature of threats to those assets. Threats are events or actions that could have a negative impact on the availability, integrity, or confidentiality of information assets as well as authenticity of counterparties to digital transactions. Threats take the form of inquisitive prowlers, disgruntled employees, unethical contractors, corporate espionage agents or other well-organized, technically aware outsiders that could gain access to sensitive information or even deny access to systems. The number and sophistication of these threat agents are increasing each year with the growth of the Internet and the addition of addition of holes in network perimeters that provide access to mobile employees, customers, suppliers and other business partners.

Adding to the problems of increased threats are the vulnerabilities inherent in information technology. These vulnerabilities can range from fundamental issues associated with unproven or complex technologies to management issues resulting in failure to properly utilize the security management processes or other capabilities available for the technologies being implemented.

The combination of value, threats, and vulnerabilities determine the risks associated with information technology for an organization. The organizational value of information assets is continuing to increase, while at the same time, the threats to those information assets and the unremedied vulnerabilities are becoming more acute. In other words: significant value is at risk and the situation is not likely to improve without significant focus and attention. The nature of the technologies being deployed, which will be relied on by organizations for the foreseeable future, are not inherently safe and will subject information assets to an increasing range of threats. In addition, the value associated with information assets is a force unto itself, attracting hostile agents intent on compromising or co-opting the value of the assets.

Responding to Increasing Risks

For organizations participating in the shift to increased reliance on information technology, the key concerns have often focused on harnessing the technology to produce the desired effects, or at least implementing technology so as to eventually realize the promised benefits. The risks associated with increased reliance on information technology are often not thoroughly addressed in the midst of rapid deployment, and frequently lead to the realization of additional threats and loss of organizational value.

An effective information security program is critical to effectively align people, processes, and technology with the goal of reducing security risk to an acceptable level. The fundamental purpose of information security is to protect the value of information assets from threats. 

This goal is often pursued primarily at a technology level, with organizations utilizing security technologies such as firewalls, virtual private networks, cryptography, vulnerability assessment tools, host- or application-based event logging, or intrusion detection systems.  Although such security technologies can be used to protect information assets from corruption and compromise, the concept of information security involves much more than mere technology. The value of security technologies emanates from their abilities to enforce security policies and provide feedback regarding the effectiveness of the protection mechanisms. In order to derive the maximum protective value of security technology, it is necessary to align it with the organization’s people and processes to allow for effective implementation of policies and provide relevant, timely and accurate feedback to inspire targeted and meaningful responses to risks.  A technology enabled, active approach to information security event management is a response to this need.

To determine the level of acceptable risk, a methodology that correlates the value of information assets to threats and vulnerabilities is necessary so that proportional risk mitigation steps can be identified. KPMG has developed an extensive methodology for assisting organizations at all stages of the information security life cycle from risk assessment through monitoring. Enterprise Security Architecture is KPMG’s process for assisting an organization with the alignment of people, processes, and technology for an effective risk management capability for achieving and sustaining an acceptable level of risk.

KPMG’s Enterprise Security Architecture

It is often believed that addressing information security concerns in a proactive manner could have a negative impact on the pace of technology change, delaying the realization of desired benefits such as increased earnings or improved competitiveness. The reality can be quite the opposite given a sound foundation provided by an effective Enterprise Security Architecture. An effective Enterprise Security Architecture can enable new business applications by focusing on effective risk management practices to ensure the desired levels of integrity, availability, and confidentiality for information assets while enabling confidence in the authenticity of digital transaction counter-parties. In the absence of effective risk management practices, the integrity, availability, and confidentiality of information assets, as well as the authenticity of trading counter-parties, could suffer, potentially with disastrous consequences for the organization.

Effective implementations of Enterprise Security Architecture should be adaptive to changes within the organization’s strategy and deliver benefits such as manageability, assurance, and efficiency. KPMG is committed to assisting organizations in adopting an enterprise perspective of security to effectively manage and control the risks associated with information assets. The goal is to create repeatable information technology risk management processes to guide organizations through the information security lifecycle from assessment through monitoring. Due to the pace of technology adoption and the changes in nature and sophistication of threats, an iterative risk management process is essential to allow organizations to operate with a comprehensive, consistent and accurate understanding of exposure to information security risks.

The value of Enterprise Security Architecture is the tool set provided to organizations for establishing a comprehensive approach to managing information technology risk. For instance, instead of forcing an isolated view of vulnerabilities when looking at a particular platform or application, guidance is provided for correlating the vulnerabilities to all elements of an enterprise security model to uncover underlying vulnerabilities and recast the originally comprehended vulnerabilities as symptoms. This provides a means for identifying high-impact, coordinated solutions to address other similar vulnerabilities instead of focusing on immediate vulnerabilities and potentially leaving gaps in the organization’s overall security posture.

A key component of the Enterprise Security Architecture is the ACE objectives that come from Business Process Reengineering. ACE stands for Automation, Consolidation, and Elimination of processes to improve effectiveness and efficiency. For information security, this produces a disciplined approach to the deployment of security technology in alignment with people and processes for maximum effectiveness in protection of value and reduction of risk.

The Promise of Active Security

For most organizations, security products currently deployed have little, if any, correlative integration. Firewalls, virus scanners, intrusion detection systems, vulnerability scanners, and encryption products operate largely independent from each other. Nor do they integrate around a common policy and event manager or decision support reporting system. In most cases, these products have no integration with the helpdesk or central network management application the IT staff uses to manage its workflow.  This often results in the organization’s security capability being inundated with managing multiple security technologies and information sources, diminishing its effectiveness due to information and task overload.

Fortunately, the security industry is beginning to respond to these problems by offering solutions that facilitate interoperability of best-in-class security products through open standards and extensible architectures that enable organizations to coordinate the operations of independent security products. Several leading vendors now offer technologies that promise improved integration between various security applications.

When evaluating the various integration options available today, organizations must carefully consider how their security products will be integrated. Ideally, organizations should look for solutions that offer integration through some kind of central event manager or messaging bus. This method allows products to be plugged into a central point where policy can be defined and managed by the security administrator. Solutions that attempt to integrate individual products on a direct one-to-one basis offer significant limitations and additional challenges. Point-to-point integration between products from multiple vendors can easily result in a complex web of relationships that becomes very difficult to coordinate, costly to manage, and impractical to maintain. 

Coordinating integration through a central event manager or message bus is a far more practical, flexible and efficient means of integrating multiple security products. This approach allows security administrators to customize policy rules for all integrated products in a centralized location, simplifying the task of automatically coordinating events across the enterprise. Because the central event manager can accept and automatically correlated and assess events from multiple security products on the network, administrators can more effectively filter out the “noise” and act on only the events that are most important in their environment. 

The ability to effectively manage risk across the organization can be further enhanced if organizations integrate helpdesk or other centralized network management applications into an active security configuration. By instructing the event manager to automatically creating helpdesk work orders or network management alarms based on policy based criteria, for example, organizations can implement a practical risk management system that uses their existing workflow or network management systems to systematically manage security risks to an acceptable level. 

Active security, when implemented intelligently, promises to enable the ACE objectives that are embodied within KPMG’s Enterprise Security Architecture. With improved interoperability among security technologies, organizations should be able to:

· Automate more security processes to extend the capabilities of their people, effectively reducing total cost of ownership.

· Consolidate security technologies for disparate information assets through the adoption of best of breed security technologies.

· Eliminate proprietary solutions that do not interoperate with other security technologies or integrate well with the people and processes.

· Leverage existing investments in security technologies that adopt open centralized integration architectures.

· Use the workflow processes and technology that already exist in the helpdesk or central network management capability to effectively manage risk to acceptable levels.

With coordination among security technologies and proper alignment of people, processes, and technologies, organizations will be better positioned to achieve risk management objectives through improved policy enforcement and high-quality feedback on the effectiveness of information security.

The Challenges of Active Security

When choosing the best way to implement an active security management solution, organizations must allow for the forethought and design planning which will be necessary to achieve its promised results of greater effectiveness and efficiency. There are numerous considerations that will require careful thought when choosing between active security alternatives and determining how they should be deployed.

For example:

How do organizations implement active security management technologies in a scalable manner while limiting the load on the network?  The active capture of security events and the correlation of such event will have an effect on network response time and bandwidth.  Organizations should balance the requirements for security, availability and response time to optimize the potential cost of latency with enhanced security posture provided by active security management. Organizations should also look for solutions that offer centralized filters so that communication between applications is limited.

To what degree will organizations wish to enable automated response to security events that are detected and correlated? Organizations should consider the cost savings and risk mitigation that may result from automating selected responses to detected security events.  The cost reduction and increased timeliness that may result from fewer manual response processes should be considered. Much discussion, however, has taken place around the concept of automated responses (e.g., closing ports of origin for detected security events, killing user sessions which increase security risks, etc.) and the potential for detected security events to inappropriately disable necessary functionality within the network.  One important measure to reduce this risk is for organizations to deploy integrated solutions that offer or are enabled through fully authenticated communications between applications to ensure that intruders cannot use the active security capability to spoof connections or facilitate denial of service attacks. Digital certificates offer substantial assurance for authenticating event collection or other active security application communications.

To what degree must an organization re-design its network infrastructure to enable effective event correlation?  Many organizations continue to maintain un-partitioned (i.e., flat) network environments across the enterprise.  This may be problematic if such organizations choose integrated solutions that are based on vendor-defined application program interfaces (API’s). Because most of the events will be captured at the firewall, routers, or servers, any attempts at event correlation may be diminished.  One means of enhancing the volume of events captured is through the partitioning or zoning of networks to increase the number of stations where events are captured for correlation.  There is a clear cost benefit analysis that must be considered in determining the optimal architecture for enabling effective event capture for correlation purposes.

How do organizations best implement virus detection technologies within their event management technologies?  The convergence of viruses and intrusions have become clear with the advent of the recent “Remote Explorer” virus which is mobile and also takes on characteristics of an automated intrusion.  Most virus detection technologies are either deployed at the clients or the servers.  Organizations should consider their abilities to integrate virus detection technologies at the client and the server as well as being able to correlate detected events in both.

There are multitudes of similar questions that organizations will be required to consider in optimizing the benefits of active security management with the costs associated therewith.  KPMG’s Enterprise Security Architecture methodology is designed to assist organizations in understanding these issues and establishing a process for making informed decisions for optimizing these technologies to capture the promise of active security in a flexible and pragmatic way that provides clear value to the customer.

The Future

Active security management technologies provide a solid foundation to enable centralized and automated detection, correlation and response to security policies and events across the organization.  The implementation of these technologies will provide a more robust mechanism for monitoring and responding to detected security events while allowing flexibility in their deployment to more effectively protect each organization’s valuable information assets.  This foundation represents a substantial evolution in the management of information security from the delayed response mode, to the active detection, correlation and response mode.  

The further evolution of these technologies promises to provide such enhanced security management techniques as safe automated response and even the establishment of predictive event scenario development tools based on historical evaluation and extrapolation of detected events.  This active security management capability, founded on the principals of open extensible integration, represents a significant opportunity for organizations to substantially enhance their information security postures.
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