
Executive Overview

Automating Security Management while Reducing Total Cost of Ownership

How Active Security and Windows 2000 Offer a Better Model for Integrated Network Security

Executive Summary

Electronic business is a dramatic new way of automating traditional business practices. E-business includes the promise of better ways to control costs while boosting revenue and profits. With this opportunity comes increased risks, because E-business requires organizations to open enterprise information technology resources to business partners and customers. Old forms of IT security are inadequate for protecting organizations conducting E-business. Two hurdles to stronger IT security include overcoming ineffective patchwork security built with security products that do not interoperate and are expensive to manage; and finding a better way to collect and use enterprise-wide security information. Vendors like Network Associates, Inc. and Microsoft Corporation are working together to offer interoperable solutions that resolve these issues and help organizations realize the promise of E-business securely and efficiently.
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Preparing for E-business with Stronger Security

They say death and taxes are the only sure bets in life, but if the incredible run-up in Internet company stock prices is any indication of the future, E-business is bound to play big.

E-business is shorthand for electronic business. E-business is much broader than simply selling things to consumers over the Internet. It reflects a new way of conducting traditional business practices. E-business is automating communications about new products and services; electronically securing raw materials or brainpower to create new offerings; forging electronic distribution, sales channels and fulfillment; and electronically providing post-sales support. E-business speeds the entire business cycle. It alters marketing practices. It includes the promise of better ways to control costs while boosting revenue and profits. E-business is not just the future. E-business is happening now.

E-business Multiplies Risks to Enterprise IT Security

E-business provides savvy executives with a huge opportunity. As organizations begin opening internal networked resources to suppliers and customers, they face a rising risk of digital mischief-makers who can potentially throttle E-business simply by punching a few keystrokes. E-business cannot work without adequate enterprise information technology (IT) security.

Organizations today use a relatively simple strategy for providing enterprise IT security. They assume most people inside the company are “good guys,” and that most people outside the company are “bad guys.” Security efforts usually focus on restricting bad people from using internal IT resources.

E-business changes this equation by dramatically enlarging the number of outside users who need access to internal IT resources. Traditional enterprise IT security policies and applications are ill equipped to deal with this change. Standalone security applications, while appropriate for tactical defenses, are incapable of dealing with dynamically changing requirements – especially when they require manual monitoring. Safely entering the E-business era requires organizations to coordinate the interaction of their security technologies in a well-planned and orchestrated manner.

Financial Risks of Poor Enterprise IT Security

Security breaches can directly affect a corporation’s bottom line. The frequency and cost of security breaches is rising dramatically, according to the fourth annual survey by the Federal Bureau of Investigation and the Computer Security Institute. Their 1999 survey of 521 security practitioners in U.S. corporations, government agencies, financial institutions and universities reported financial losses of $123.8 million for the 163 organizations that could quantify damage.
 More than half of the survey respondents acknowledged suffering financial losses from security breaches.

The degree of security-related financial losses depend on the nature of a company’s business activity and reliance on network communications. Information technology-intensive organizations relying on networks – especially those connected to the Internet – are at greater risk of financial loss due to security infractions. E-business raises the stakes much higher.

Network Associates and Microsoft Improve E-business Security

To help address the challenges of the E-business revolution, Network Associates, Inc (NAI), a leader in security and network management solutions, is working with Microsoft Corporation to insure better interoperability between best-in-class security applications with Microsoft’s next-generation operating system, Windows 2000. The result of this interaction is better enterprise IT security for a lower cost of ownership.

Active Security is an integrated approach to security management from Network Associates that combines individual best-in-class security products such as Gauntlet firewall, CyberCop intrusion protection, PGP encryption and virtual private networking, and VirusScan content security into a single integrated suite of products. It differs from traditional passive security solutions by automating the monitoring of all security-related events across the enterprise through a central “Event Orchestrator.” When a security breach triggers an alert, Active Security automates the response actions stipulated by an organization’s security policy. Event Orchestrator also integrates directly into helpdesk applications such as NAI’s Magic Total ServiceDesk. Consequently, organizations can drive ongoing security risk management with the workflow management processes already in place.

Automating security management is essential for organizations conducting E-business because traditional manual techniques cannot keep up with the increased exposure to outside risks. Even when security products are deployed and configured correctly, managers need centralized efficient ways to filter out the “noise” so that they can address the important issues quickly.

Windows Management Instrumentation (WMI) technology in Windows98, Windows NT and Windows 2000 dovetails perfectly with Network Associates’ coordinated approach to security integration. WMI enables better implementation and management of security policies and events by providing IT security managers with improved visibility into their applications, systems and networks. WMI also provides Network Associates applications with the means to extend its automated protection to security applications from a variety of vendors
. 

Two Hurdles to Effective Security in the E-business Era

Creating strong security for enterprise IT resources is not easy. In the past, two major issues have challenged IT security specialists. First is the diverse nature of security risks, which requires organizations to use different types of security applications. Unfortunately, most security applications do not easily allow for integrating their information. This prevents security specialists from centrally monitoring different types of detection activity or responding to security breaches with coordinated, automated procedures. The second hurdle is overcoming the lack of a uniform method for collecting security-related information from systems and networks for use by security applications.

The fallout from these issues is a patchwork security infrastructure that is ineffective for E-business and too expensive to manage.

Patchwork Security is Ineffective and Expensive to Manage

Creating and managing enterprise IT security is similar to other technology-management challenges. Organizations usually buy the best products to solve immediate tactical problems. Isolated point products, however, do not address the need to integrate management information without complicated “technology stitching.” These isolated products result in patchwork security, leaving organizations with solutions that do not give them solid control over the security-management process.

The hidden cost of patchwork security is a more insidious problem. One vendor’s firewall product will not integrate operations with another vendor’s network intrusion detection software. Neither share data with virus scanners on servers, workstations and gateway devices. Network vulnerability scanners do not trigger policy-based actions by any of these products. And when something goes wrong, forget automatic notice to the help desk. Security managers can barely keep up with monitoring separate management consoles for each application.

Patchwork security is expensive because it requires intensive manual monitoring. And when security alerts trigger on one of many management consoles, staffers must personally interpret the meaning and then relate that information to the organization’s security policy. By the time IT security managers react, the security breach may have caused substantial damage. This fallout from patchwork security ultimately costs far more than its labor-intensive maintenance.

No Uniform Way to Collect and Use Security Information

Security applications from different vendors do not integrate their information nor coordinate protection activity, largely because they lack a standard way to collect security information from systems and networks. Central monitoring of security events from different vendor’s applications requires a common security-data repository. Without a common repository, multivendor security products do not interoperate, which perpetuates the patchwork security problem.

A missing central repository for security information also hinders creating strong security in another way. Various security applications must separately poll each network device and application to discover breaches. Separate polling takes extra time, which slows discovery of security breaches. A central repository would provide instant discovery and speed the resolution of breaches.

Clearly, organizations must resolve both of these issues to effectively prepare enterprise IT security for E-business.

Active Security from Network Associates Helps Eliminate Patchwork Security

Active Security Provides Real-Time Protection and Lower Costs

Active Security helps eliminate the manual overhead required by using patchwork concoctions of traditional IT security point products. It automates the integration of alerts generated by firewalls, intrusion detection and other security software, including the response actions stipulated by an organization’s security policy – 24 hours a day. Organizations reap the benefits of faster, more comprehensive security-policy enforcement for a lower cost of ownership.

The automation of alert gathering, monitoring and problem resolution means Total Active Security users get real-time enterprise IT security protection. This is the only way to provide maximum protection for organizations conducting E-business.

Centralized Monitoring with “Event Orchestrator”

At the heart of the Network Associates product line sits a standards-based, open event-management system called Event Orchestrator. This system includes a low-resource service application and management console that runs on any Windows NT application server. As shown in Figure 1, Event Orchestrator centrally collects alerts and other interprocess communications from security products like Gauntlet or CyberCop (or other third party products), then compares them with an organization’s security policy.

Figure 1. Event Orchestrator Automates Enforcement of Security Policy
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Event Orchestrator includes its own data store, but also works with other databases including Microsoft Corp.’s SQL Server for NT; Sybase, Inc.’s SYBASE for NT/ Unix; Oracle Corporation’s Oracle for NT/ Unix. Support for external databases is via Microsoft’s Open Database Connectivity (ODBC) application programming interface.

Centralized Event Management is more Flexible than 1:1 Integration

The alternative to central event management is the direct connection of security products on a one-to-one basis. This approach can provide some benefits in the short term, but its long-term affects are problematic. “Hard-coded integration between point products has limited appeal to many organizations because it is typically inflexible, can cause problems when new versions are rolled out, and usually requires the cooperation of multiple vendors to intimately coordinate product road maps,” according to the Hurwitz Group, an industry consulting firm based in Framingham, Mass. Hurwitz concludes that the use of an event manager is the most practical approach. “Using an event manager, it is possible to tighten up and automate the security of a company’s IT infrastructure, which allows that company to move safely into the age of electronic business.”

Microsoft Improves Security Management Efficiency and Cuts TCO with Windows Management Instrumentation

Windows 2000 Provides Standard Way to Share Security Data

Windows 2000 will help to further reduce the Total Cost of Ownership (TCO) of security and distributed systems management thanks to Windows Management Instrumentation (WMI) technology. Developers of management applications applaud WMI because it describes a standard way of accessing and representing management information in Windows 2000 networks and Microsoft BackOffice applications. The benefit for IT managers is the easy sharing of dynamic management information between network management applications – especially enterprise IT security.

Currently, data formats for managing devices and applications vary between vendors, as do the means for using this data by various vendors’ management applications. With WMI, IT managers will enjoy easier and less expensive manageability of distributed networks and resources – all with a standard Web browser.

WMI is Microsoft’s implementation of the Web-based Enterprise Management (WBEM) technology initiative managed by the Desktop Management Task Force (DMTF). The initiative has broad industry support starting with founding member Microsoft, which has built a Common Information Model (CIM) Object Manager into Windows 2000. Network Associates is among the first network security companies to support WMI throughout its product line. Other prominent vendors pledging WBEM support this year include BMC Software, Cisco Systems, Inc., Compaq Computer Corp., Computer Associates, Inc., Dell Computer Corp., Hewlett-Packard Co., IBM’s Tivoli Systems, Intel Corp., Nortel’s Bay Networks Inc., Novell Inc. and 3Com Corp.

How WMI Helps Developers Improve Security Management

WMI simplifies the task of developing well-integrated management applications, allowing vendors to provide Windows 2000 customers with scalable, effective enterprise IT security management solutions. With WMI, developers and users will benefit from a CIM-compliant object schema, a standard protocol called DCOM for obtaining management data from local or remote devices, and one or more Win32 dynamic-link libraries (DLLs) that function as WMI data providers.

WMI does not replace existing management standards such as SNMP, DMI or CMIP, nor does it preclude using proprietary or platform-specific frameworks. WMI complements these technologies by providing an integration point through which security and systems management applications can use data from all these sources. The WMI schema is a dynamic resource, allowing vendors to add value by employing information specific to their product offerings. It enables providers of network devices, servers, PCs and applications to funnel information to WMI. Management applications use this information to create a map of the most current enterprise IT resources. Such data is invaluable for security applications such as firewalls and intrusion detection software.

Figure 2 shows the process of how device, network and application management data funnels through WMI for use by management applications.

Figure 2. Event Data Feeds Through WMI to Management Applications
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Security Management Applications Provide Real-Time Monitoring with WMI

WMI provides security management applications with the means to collect specific event data from network resources. WMI allows management applications to identify, aggregate, compare and associate changing management information. This is a huge benefit for IT security managers because it allows security applications to provide real-time alerts whenever security policy is violated anywhere on the network.

WMI Enhances Interoperability of Security Applications

WMI yields another significant benefit for organizations seeking to strengthen enterprise IT security. Once vendors build WMI support into their security applications, their customers can resolve patchwork security by integrating those applications with an event management system, such as Network Associates provides. For example, Network Associates has announced that Microsoft’s Proxy Server will be one of the first third-party products to plug into Event Orchestrator.

Product Example: CyberCop Monitor

Network Associates’ CyberCop Monitor, part of the Active Security product line, provides one example of how security applications will use Microsoft’s WMI technology to provide more efficient “active” security for customers.

CyberCop Monitor is a real-time intrusion-detection application that monitors critical business systems and sends alerts when it detects potential breaches. For more efficient management, these alerts can be sent directly to Event Orchestrator, which coordinates all automatic corrective actions based on an organization’s central security policy.

CyberCop Monitor consists of two components: an information-gathering detection module operating on the low level security core layer, and an information processing and reporting action module operating on a high level security application layer.

The detection module will be able to tap into data presented by WMI to gather security information from any designated device on the network. CyberCop Monitor currently gathers some information from Windows NT, such as from the Eventlog and Registry. With Windows 2000, CyberCop Monitor will also easily tap security information from applications such as Microsoft Exchange, SQL Server or any other Windows 2000-compatible application, as these providers become available.

CyberCop Monitor’s action module follows by pulling security-related information through the detection module from WMI. In conjunction with Event Orchestrator, the action module responds to policy violations by executing programmatically corrective actions such as closing down ports, paging an administrator or notifying the help desk.

The use of CyberCop Monitor in conjunction with Windows 2000 will provide organizations with an extraordinary level of real-time protection, effectively reaching every device and application on the network in a systematic and efficient way. By creating a consistent and reliable paradigm for accessing all critical information, security applications such as CyberCop Monitor will be able to provide more efficient security at a significantly lower cost.

Figure 3. CyberCop Monitor Uses WMI Data for Efficient Security Management
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Network Associates and Microsoft are Making Network Security More Effective and Efficient

The complex security issues facing corporate enterprises today cannot be solved by deploying more tactical security products working in isolation. Today’s dynamic security landscape requires orchestrated security solutions in which individual products work together in concert to “actively” respond to changing business needs and security threats. Centralized management and operational efficiencies are critical requirements for any network security system in the new millenium.

Leading vendors like Network Associates and Microsoft are committed to making enterprise security efficient, practical and flexible. By coordinating strategies and technologies early in the process, vendors like Network Associates and Microsoft are striving to provide mutual customers with the enhanced operating efficiencies and tight security they will need to face the challenges of the new E-business era.
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� �HYPERLINK "http://www.gocsi.com/prelea990301.htm"��1999 CSI/FBI Computer Crime and Security Survey�.


� � HYPERLINK "http://www.hurwitz.com/" ��Hurwitz Group, Inc.�, “Active Security for Business Applications,” Dec. 1998.


�  See “� HYPERLINK "http://www.computerworld.com/home/print.nsf/all/9902018CB6" ��WBEM Support Summary�,” ComputerWorld, Feb. 1, 1999.
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