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Best Practices for Security Integration

Integrating Security Products through a Central Event manager
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Introduction

Over the next few years, the e-business revolution will fundamentally affect organizations across all industry segments throughout the world. Remaining on the sidelines is not an option. As these new economic forces continue to push forward, organizations must allow remote users, contractors, business partners and customers unprecedented access deep inside the corporate network. This rapid pace of change has tremendously increased the need for better interoperability between individual security products. To keep pace with these new challenges, organizations will no longer be able to rely on standalone security products deployed as isolated tactical solutions. Instead, companies must begin looking for security technologies that “actively” communicate with each other in a well-orchestrated, centralized, policy-driven system that leverages existing business processes and workflow management applications. 
Direct-Connection Paradigms

Industry experts agree that better integration between security products is rapidly becoming a core requirement. While any interoperability is a step in the right direction, it is critical that organizations consider the “best practices” approach to security integration. Failure to do so could result in a fragmented web of product relationships that becomes complex to manage and severely limits long term organizational objectives. 

At first glance the natural and obvious approach to achieving integrated network security may appear to simply build direct links between individual products on a 1:1 basis. This direct-connection approach involves adding incremental features to existing security products to let vendor A’s detectors talk to vendor B’s firewalls, and so forth. This approach may also seem comfortable because it involves very little forethought or planning on the part of security administrators and the IT staff. 

Some security vendors have taken this direct-connection approach by partnering with other vendors to link their products together. Other vendors have published API’s (application programming interfaces) designed to encourage direct-connection integration around their particular security product.

There are, however, some important considerations organizations must make when considering such approaches to security integration. To begin with, direct-connection paradigms may not scale well. By definition in these schemas, every tool that produces information (such as a scanner or intrusion detector) talks directly to one or more tools that react to information (such as a firewall or helpdesk):






This class of topologies may be manageable for a small or simply-structured network. Using direct connections in a larger, more complex, or growing network, however, requires a great deal of care to avoid winding up with a fractured web of links that’s both hard to understand and, more importantly, even harder to maintain. Different vendors may offer different APIs, each designed to make their particular point product more interoperable with others. While this interoperability may provide a benefit in the short term, every new product added to the mix increases the overall complexity and reduces the ability of the security administrator to manage the organization’s security policy and meet the increasingly demanding business requirements.




 



The Central Event Manager Paradigm

In the event manager concept, the same kinds of vulnerabilities might be detected and similar responses might ultimately be taken– also among products from any number of vendors– but the lines of communication are structured differently. In this scheme, all information sources are directed through a central event manager which examines the incoming messages and alerts, applies them against a user-determined filter (a security policy), then orchestrates the appropriate resulting event, alert, or action as specified.









This centralized approach is fundamentally preferable because it:

· Coordinates inputs from multiple monitors, devices, and products across the enterprise

· Centralizes the security policy in a single location rather than distributing it among a variety of independently managed systems

· Offers administrators a very practical and manageable model for managing and expanding product relationships without “breaking” the integration each time individual products are upgraded or modified

· Allows for more centralized trend analysis and centralized reporting across a wide variety of security products scattered throughout the enterprise

· Allows for easier integration with existing business processes and workflow management applications like the helpdesk

· Harmonizes with our “best practice” model for enterprise security organizations

Most organizations already have event managers of some type in operation. Some leading security vendors are also offering event managers designed specifically for security event management.

Evaluating the Automatic Response Mechanisms

Communication architectures should not be your only consideration when evaluating these new tools, however. The implementation of the detect/respond cycle is also crucial because a shortcoming there can foreclose the possibility of meaningful policy enforcement.

The ability to handle vulnerabilities as soon as they can be detected is a key benefit of any integrated, automatic security tool system– after all, shorter exposure windows mean less risk generally. But what does it mean to “handle”a vulnerability? This is another point where approaches diverge, and the details of how each one handles the mechanics of automatically dispatched responses requires special attention. If used well, the capacity for automatic reaction to vulnerabilities can result in a significant improvement in overall enterprise security– but, as ever, using network security tools without conforming to a coordinated network security policy can amount to simply pulling the wool over your own eyes.

Drive Responses with Enterprise Security Policy, Not Tool Features

Whenever a situation occurs that requires action, the question you want your security software to answer is: “What does our enterprise security policy say to do in this situation?,” not “Which pre-determined built-in vendor-specified action should I pick?” Companies evaluating automated network security alternatives should analyze this aspect of each candidate solution with particular care, to avoid being stuck with only a limited choice of predetermined options. The tools you deploy should flexibly accommodate the full range of automatically dispatched responses which you have full control over and can manage and update centrally. 

The degree of customizability afforded in such areas is one of the most crucial criteria to consider when considering the appropriate approach to security integration. Security policy decisions require inputs from multiple sources throughout the network. Distributed integration approaches that cannot coordinate all inputs in a single location could make policy decisions significantly more difficult.

Policy Management Implications

Intentional policy changes, on the other hand, are a fact of life, and here again the central event manager paradigm offers a more practical alternative. Direct-connect approaches by their very nature fragment the ‘policy enforcement intelligence’ into pieces and scatter it around the network in the configurations of multiple applications, each with their own operational environment. What happens when the enterprise changes its network security policies? How is that scattered intelligence updated to the new rules? Deploying a security policy change in the direct-connect context as presently conceived is expected to be difficult, time consuming, and error prone because every individual copy of each program will need to be manually reconfigured separately.

Policy maintenance with the central event manager topology, by contrast, is free of these synchronization and dispersal issues. Changes take effect coherently and instantaneously across the entire enterprise because the policy configuration information exists in one place only.

Centralized Data Flow Makes Comprehensive Analysis Possible

The capacity for automatic corrective action is of little use unless it’s matched with the capacity for meaningful automatic observation. Coordinating security alerts and information through a central event manager can also make enterprise-wide trend analysis and event correlation a practical reality. In the direct-connect model, any potential for assembling an overall picture of enterprise security can easily be hindered by the tangle of paths between the various point products. The centralized event manager architecture, by contrast, makes it possible monitor and analyze all relative security events by filtering out the noise and coordinating all inputs through a single location. As security analysis technologies mature, this approach also allows for sophisticated real-time event correlation pattern recognition, watching the whole network at once for more subtle warning signs– perhaps eventually recognizing attacks sooner in the cycle. 

Integration with Existing Workflow Management Applications

When planning for security integration, organizations should also seek solutions which allow them to integrate security products with established workflow management applications, such as the helpdesk. Without such integration, most organizations today have no practical way to systematically manage down their overall security risk to the desired levels. An organization could, for example, use an event manager to automatically filter inputs from a vulnerability scanner to determine which ones require action, but do not require an immediate response. By automatically organizing and submitting this information to the helpdesk in the form of a fully populated job ticket, risk management service levels can be set to be systematically manage, prioritize, assign and track vulnerabilities just like any other staff task.

Conclusion and Position

Forward thinking security vendors and corporation alike are working hard to integrate the operations of best-in-class security products so that they can work together to actively detect and respond to changing business requirements and security threats as they arise. Differing approaches to the detect/response mechanism and to the interoperability architecture are being taken. It is important that organizations carefully examine the implementation details of each alternative and consider the overall implications to their enterprise security policy.

In evaluating these options, remember that an ability to effectively implement existing enterprise network security policy without excessive adaptation is absolutely crucial. From the topology perspective, the centralized event manager architecture is preferable to most alternative models for many of the same reasons that centralized enterprise-wide security management is preferable at the organizational level:

· Increased operational efficiency

· Increased consistency of implementation 

· Centralized vision & monitoring of enterprise vulnerability status promotes ongoing policy evaluation and refinement

· Integration with enterprise workflow management tools reinforces security awareness within the company

· Supports the “best practice” model of integrating enterprise security operations into the center of the business structure.


The event manager concept represents the “best practice” model for automated network security tools, both for its present advantages and for its future possibilities. Organizations that are structured in accordance with the preferred model of a single centralized information security management group will reap further synergistic advantages by seating a single centralized policy-driven event manager within that security group.

Event Manager
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