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Adaptive Proxy Firewalls

 The Next Generation Firewall Architecture

Eliminating the Speed-vs-Security Compromise
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 Introduction

Today, firewalls have become the essential enforcement point of any good network security system. Without a firewall, anyone can access information inside or outside of a private network. There are many different types of firewalls on the market, yet few, if any, are flexible enough to automatically adapt based upon the firewall administrator’s configuration choices. 

The purpose of this paper is to briefly describe the patent-pending next generation “Adaptive Proxy” firewall architecture recently unveiled by Network Associates, compare it to previous firewall technologies and demonstrate its overall benefit to firewall administrators and end users.

 What is a Firewall?

It is virtually impossible to compete in today’s fast-paced business environment without connecting your private network to the public Internet. Your employees need to rapidly access and share information with partners, customers and the world at large if you are to stay ahead of the competition. Unfortunately, such connectivity provides an easy path for untrusted parties on the outside to penetrate a company’s private network and access or tamper with internal information and resources. 

A firewall is essentially a security enforcement point that separates a trusted network from an untrusted one. Firewalls screen all connections between two networks, determining which traffic should be allowed and which should be disallowed based on some form of security policy decisions determined in advanced by the security administrator. 

A firewall’s basic job is to separate networks and enforce security policy with a set of rules. The most common firewall features include: Securing network access with a perimeter defense, controlling all connections into and out of the network, filtering data according to previously defined rules, “authenticating” users and applications to ensure that they are permitted to access internal resources, logging activities for security auditing purposes, and actively notifying the appropriate people when suspicious events occur.

Firewalls are most commonly used to protect an internal corporate network from the public Internet, but are increasingly being deployed internally as well to separate individual departments from the rest of the network. Using firewalls throughout an internal network gives security administrators the ability to apply different access control rules across a variety of working groups and network subnets as appropriate. Internal firewalls also enhance security by providing a layer of protection against internal breaches. Setting up a separate firewall in front of the HR department, for example, would make it far more difficult for engineers in the internal software development group to penetrate sensitive HR data.

 Evaluating Firewalls

When evaluating firewalls, it is essential to remember that the primary purpose of a firewall is to provide security. As obvious as this sounds, some firewall vendors have attempted to blur this fact in recent years by treating security as if it were simply one of many features. In the end, of course, the fact that your firewall included a long list of other useful features is of little consequence if your network is penetrated. A firewall’s ability to provide a secure environment should always be the first consideration when evaluating any firewall. 

As organizations grow and change, so will their firewall needs. Therefore, it is also important to identify vendors with flexible licensing plans that allow the rapid deployment of new firewalls without additional cost. Organizations who ignore this often end up in an expensive “per-firewall” buying pattern as their network requirements change, or even worse, make decisions that compromise security down the road simply because they don’t want to go back to their firewall vendor and buy another firewall.

Finally, it is important to realize that not all firewalls are created equal. There are several different methods commonly used to build firewalls today. Before you select a firewall vendor, it is important to find out what architectural model that vendor has selected, and to be aware of the pros and cons of each alternative technology.

 History of Firewall Design

The first firewalls began appearing some 10 years ago in the form of simple packet filtering routers. Today, there are numerous variations of firewall technology available to network security managers. While the lines of distinction are not as clear as they once were, there are basically three unique technical approaches to firewall architecture: standard packet filter, stateful packet inspection, and application proxy.

Packet Filter Firewalls

The earliest firewalls took the form of simple packet filters. The term “packet filter” is most often used to describe firewalls that block or pass traffic by comparing the information found in the header of each incoming or outgoing packet against a table of access control rules. The firewall looks at the header of each packet individually as it enters and compares the IP address and port of the source and destination against its rule base. If the address and port information are permitted, the packet proceeds through the firewall directly to its destination. If a packet fails this test, it is dropped at the firewall. 

Consider the analogy of a guard at a gated housing complex. When a delivery truck arrives with a package, the “packet filter” guard quickly looks for a valid homeowner address, checks the logo on the side of the truck to make sure it looks valid, then sends the truck through the gates to deliver its package. While this method is safer than having no gate at all, it is relatively easy to bypass and could expose the entire community to danger. 

Packet filtering firewalls are fast because they operate at the network layer and make only cursory checks into the validity of a given connection (see Figure A). HTTP, for example, typically uses port 80 for web connections. If a company’s security policy allows internal employees to access the web, a packet filtering firewall would likely be set to allow all connections through port 80, the default port. Unfortunately, assumptions like this create a substantial security risk. While a packet filtering firewall may reasonably assume that traffic coming in on port 80 is usually a standard web connection, it has zero visibility into what is really occurring at the application level. Anyone aware of this exposure could use port 80 for unauthorized entry into the private network without ever being detected.

Packet filtering firewalls have also been criticized by many security experts because they allow a direct connection between endpoints through the firewall. Once a connection has been approved by the firewall, the outside source is allowed to connect directly through to the target destination behind the firewall, potentially exposing the internal network to attack. 

Many hardware routers today include packet filtering as a standard feature. While some companies still rely on packet filter firewalls because of their speed, most security experts consider them far too risky for any serious security requirements.
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Application Proxy Firewall

Shortly after the advent of the packet filter firewall, many security experts, including government agencies such as DARPA (Defense Advanced Research Projects Agency), the central research and development organization for the US Department of Defense, began looking for a better approach to firewall security. They believed that truly reliable firewall security could only occur if direct connections through the firewall were disallowed and all incoming data was examined at the highest layer of the protocol stack. To test this theory, DARPA contracted a highly respected Washington DC based advanced security research firm known as Trusted Information Systems (now part of NAI Labs, the research division of Network Associates, Inc.) to develop a secure “application proxy” firewall. This research ultimately resulted in Gauntlet, the first commercially available application proxy firewall designed to the highest standards of DARPA and the Department of Defense.

The application proxy firewall model offer far superior security control because it provides full application-level awareness of attempted connections by examining everything at the highest layer of the protocol stack (see Figure B). Because it has full visibility at the application layer, an application proxy firewall can easily see the granular details of each attempted connection up front and implement security policies accordingly. Such a firewall can, for example, easily distinguish between important application commands like ftp “put” and “get”, applying the appropriate policies for each. 

Application proxy firewalls also feature a built-in proxy function – terminating the client connection at the firewall and initiating a new connection to the internal protected network. This built-in proxy mechanism provides added security because it separates the external and internal systems and makes it more difficult for hackers on the outside to exploit vulnerabilities on systems inside the firewall

Consider the previous security guard analogy. Instead of just looking at addresses on incoming packages, the “application proxy” security guard opens each package, thoroughly examines its contents, and checks the credentials of the sender against a clearly established set of evaluation criteria. If everything passes this detailed security check, the guard signs the delivery receipt, sends the truck driver on his way, and sends a trusted courier on the inside to deliver the package to the appropriate homeowner. Not only is the security check far more reliable, the driver never sees inside the complex. Although these additional security measures may take more time to process, suspicious activity is never allowed through by the “application proxy” security guard.

As a result of their superior security, application proxy firewalls quickly became the standard in security-conscious industries such as government, defense, finance, and health care. The Gauntlet Firewall from Network Associates is the most widely deployed application proxy firewall on the market today.
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Stateful Packet Inspection

In order to overcome some of the more glaring security problems with the basic packet filtering model, some packet filtering firewall vendors invented a concept known as “stateful packet inspection”.  Based upon packet filtering technology, the stateful packet inspection model adds more security checks in an attempt to simulate the secure checks of an application proxy firewall. Instead of simply looking at the address of each incoming packet individually, the stateful packet inspection firewall intercepts incoming packets at the network layer until it has enough to make some determination as to the “state” of the attempted connection. These packets are then inspected in a proprietary “inspection” module inside the OS kernel (see Figure C). State-related information required for the security decision is examined in this inspection module, then maintained in dynamic state tables for evaluating subsequent connection attempts. Packets that are cleared are then forwarded inside the firewall, allowing direct contact between the internal and external systems. Because most of the examination occurs in the kernel, however, stateful packet inspection firewalls are often faster than application proxy firewalls. Firewall-1 from Check Point is the most widely deployed stateful inspection firewall on the market today.

Although the stateful packet inspection approach has significantly enhanced the security of simple packet filtering firewalls, it still cannot simulate the full visibility that an application-level examination provides up front. A stateful packet inspection firewall, for example, will typically fail security checks that require collecting packets into larger units like URLs or files. While an application proxy firewall has full visibility up front into exactly what is being attempted at the highest layer of the protocol stack, stateful packet inspection firewalls must make security decisions without some of this information. When an application proxy firewall vendor says it supports Microsoft SQL Server, for example, you know that any remote connections to an internal SQL Server database must first clear a full inspection at the application layer through a dedicated Microsoft SQL proxy. With a stateful packet inspection firewall, allowing employees in a remote office to access an important SQL database behind the firewall is decidedly more risky.

Like any packet filtering firewall, the stateful inspection model also introduces risk by allowing direct contact between internal and external systems. Unless a firewall proxies the connection, sources outside the firewall have direct access into the internal network as soon as the connection is cleared. 

Let’s assume that our security guard is now a “stateful packet inspection” guard. This time, when the package arrives, instead of just checking the address only, the guard examines the Bill of Lading to see if anything inside the package is prohibited. While this is certainly better, it is clearly not as safe as actually opening the package and examining its contents. If the package looks acceptable, the guard opens the gates and allows the delivery truck to enter the complex.
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Like most security industry experts, Steven Foote, senior analyst at the Hurwitz Group, agrees that stateful packet inspection firewalls are fundamentally less secure than application proxies. “Application proxy firewalls provide substantially more security over packet filter firewalls – with or without stateful inspection,” says Foote. “Packet filters with stateful inspection will still allow external users direct access to business applications and systems that may very well have poorly configured operating systems with well-known security vulnerabilities. Application proxies mask these same vulnerabilities by limiting the access to an application or a computer system to a finite set of identifiable tasks within the proxy itself.”

The hacker community also seems to recognize the inherent weaknesses of the stateful inspection approach. In the most recent Computer Security Institute (CSI) Firewall Product Analysis, for example, CSI security experts made the following observation: “During last winter's CSI conference in Chicago, at our the Meet the Enemy session, hackers singled out a stateful inspection product as their favorite firewall to encounter.” CSI went on to comment that “It is quite possible, in fact trivial, to configure stateful inspection firewalls to permit dangerous services through the firewall… Application proxy firewalls, by design, make it far more difficult to make mistakes during configuration”

 The Adaptive Proxy Firewall Design

“Adaptive Proxy”, a new patent-pending technology from Network Associates, represents the latest generation of firewall design. It combines the strengths of the previous generations into a single integrated system, while minimizing their weaknesses. With an adaptive proxy firewall, initial security examinations are still conducted at the secure application layer, but subsequent packets can be redirected through the network layer as soon as the security clearance has been made (see Figure D). As a result, an adaptive proxy firewall is every bit as secure as a standard proxy firewall, but offers the faster performance of a stateful packet inspection product. Gauntlet, from Network Associates is the only firewall product on the market that offers this patent-pending adaptive proxy technology.

An adaptive proxy firewall is also far more flexible than a standard proxy firewall, giving security administrators explicit control over the “speed-vs-security” tradeoff best suited to meet their unique requirements. Firewall administrators are no longer required to determine when packet filtering or proxying is appropriate because the proxy adapts automatically based on their configuration choices. 

In our security guard example, let’s assume the guard is now an “adaptive proxy” guard. Admittedly, in some cases, the old “application proxy” guard may have applied more security than the situation warranted. Let’s assume, for example, that Joe Smith, the UPS driver on the route for 10 years, arrives on the first of each month with a new selection from the Book-of-the-Month Club for resident Mary Johnson. The old application proxy guard carefully opens the box each time inspecting its contents thoroughly. He then examines the ID of Joe (who he’s known for years) before signing his delivery slip and scheduling the delivery by a trusted courier. Admittedly, this method is iron-clad. In some scenarios, however, it may not be worth the additional delay.
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With the new adaptive proxy approach, a speed-vs-security “dial” can be set by the firewall administrator at the outset to let the firewall know exactly what level of risk is acceptable in various scenarios. Once such determinations have been made, the adaptive proxy firewall manages all attempted connections against this policy, automatically “adapting” traffic flow for the fastest possible performance that is consistent with the security level chosen. In this case, for example, the “adaptive proxy” guard might be told to check the UPS driver’s ID, examine the Bill of Lading, rattle the package, then clear it. When the next delivery truck arrives, however, the guard needs to be in full security mode. Either way it’s the same guard (firewall) with the same open, established methods (starting at the application layer). 
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Security experts who have seen the new adaptive proxy technology agree that it is fundamentally changing the dynamics of the firewall market by eliminating the compromise that has always existed between speed and security when choosing a firewall.

Stan Borinski, president of Network Presence, a leading nationwide security consulting firm based in Los Angeles, has reported tenfold performance improvements when using the new adaptive proxy features of Gauntlet Firewall from Network Associates. “Gauntlet has always been unparalleled when it comes to rock-solid security. With its new adaptive proxy technology, Gauntlet now has the speed of a stateful packet inspection firewall as well,” commented Borinski. “By removing the classical speed-vs-security tradeoff, Network Associates has given its customers the ability to use Gauntlet in much higher bandwidth environments. They have fundamentally changed the way customers will select firewalls.”

Steve Foote of the Hurwitz Group agrees, and has even redefined his Firewall Market Taxonomy to reflect the impact of adaptive proxy technology (see Figure E).


“The adaptive proxy firewall provides clear advantages over both the raw speed of packet filters and the tight security of application proxies,” says Foote. “Historically businesses have treated security as an inhibitor because by its very definition it restricts business activity. But, the adaptive proxy firewall changes that by dynamically applying the appropriate degree of security as it is needed. Companies can now safely take their business out onto the Internet and provide the appropriate levels of performance to their users and customers without compromising on the robustness of their security infrastructure.”

Adaptive Proxy Architecture

The adaptive proxy architecture uses a flexible dynamic packet filter to examine packets and direct packet flow based on the security levels determined in advance by the firewall administrator. The dynamic packet filter provides a direct interface for proxies into the program rule base (see Figure F). The proxies then “adapt” the dynamic packet filter rules according to the predetermined configuration. 

Although packet filtering is being used, it is important to remember that the proxy is always making the decisions. Because of this architecture, the firewall administrator no longer needs to determine when packet filtering or proxying is appropriate. The proxy adapts automatically based on the already established configuration choices.



Dynamic Packet Filter

The dynamic packet filter in an adaptive proxy firewall allows proxies to request notification of new connections. The proxy can then examine specific connection information and tells the dynamic packet filter what to do with the connection. Choices include rejecting, forwarding, or absorbing to the application level. The dynamic packet filtering rule base is automatically adjusted by the proxy for each new connection. In addition, dynamic packet filtering allows proxies to specify which connections should be automatically forwarded without notification. When a connection is terminated, the dynamic packet filter ensures security is not compromised in future connections by automatically removing the connection rule and requiring a new decision to be made for subsequent connections. After the connection is terminated, the dynamic packet filter notifies the proxy and provides summary information about the connection.

Adaptive Proxy Use of Dynamic Packet Filters

An adaptive proxy registers with the dynamic packet filter for notifications of new connections. When a connection comes in, the dynamic packet filter notifies the proxy and provides connection data, including the source and destination. In order to determine the policy for a specific connection, the proxy uses configuration information. When a connection is allowed through, a decision will be made as to whether application-level processing is required based on pre-determined settings from the firewall administrator. If the connection is considered to be very low risk by the firewall administrator, he may decide to forward such connections at the faster packet level. In such cases, the dynamic packet filter creates a connection rule for the specific source and destination of the connection. Subsequent packets between those two end-points are then automatically forwarded without consulting the proxy. 

Once a connection terminates, the connection rule is removed and the proxy is notified. If the decision is to absorb to the application layer, however, the dynamic packet filter sends the packets up the Protocol stack, where they will be accepted by the application proxy listening for them. Connection processing then proceeds under the standard proxy approach. The proxy acts as the server to the incoming connection and initiates a new connection, acting as a client, to the ultimate destination.

 Making “Active Security” Even More Flexible

“Active Security” is an innovative new model for integrated network security in which individual security components like firewalls, intrusion detection sensors, security vulnerability scanners and virus scanners work together in concert to actively respond to changing security threats. While many in the security community have talked about similar concepts over the years, Network Associates is the first security vendor to begin implementing active security integration across its entire security product line.   

The flexible nature of an adaptive proxy architecture lends itself well to improved active security integration between the firewall and other security applications. If a security vulnerability scanner like CyberCop Scanner, for example, were to locate a serious security vulnerability at 2:00am, an adaptive proxy firewall could be automatically reconfigured on the fly to “turn up the security” dial until 9:00am when the appropriate security administrators arrive for work. While adaptive proxies are not required to enable active security integration, their flexible design gives administrators additional flexibility when establishing security policies. 

 Summary

Firewall configuration continues to increase in complexity. Many firewalls are now hybrid firewalls, offering both proxies and packet filters. However, these capabilities are not well integrated. The firewall administrator must make explicit decisions regarding what to proxy and what to packet filter. The two features are configured separately and coordinated in a manual fashion.

The adaptive proxy architecture tightly integrates the high security application proxy and the faster stateful packet inspection technologies, with the proxy retaining control over the packet filter. This means that the firewall administrator no longer needs to make explicit decisions about how traffic should flow through the firewall. Instead, they can focus on making decisions about what security measure should be taken for a specific protocol, and where the traffic should flow. With an adaptive proxy firewall, configuration is done in one place. The firewall administrator sees all the relevant security measures, understands the risks related to enabling or disabling each measure as well as the effect of each measure on speed. The result – optimum balance is maintained at all times between the need for security and the desire for fast performance.
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Stateful packet inspection firewalls improve on the security of simple packet filters, but potential security risks remain.


 





Figure B





Application proxy firewalls allow full insight into every connection by examining data at the application layer. They also proxy the connection, hiding internal information from untrusted external sources. 





Figure E





The new “adaptive proxy” technology represents a breakthrough that could fundamentally change the dynamics of the entire firewall industry.


 





Figure A





The simplest firewalls are little more than routers with some rudimentary security rules. While fast, packet filtering firewalls offer only a cursory level of security.





Figure D





The new adaptive proxy model combines the high security of an application proxy firewall with the faster performance of a stateful packet inspection firewall.
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Figure F





Although the adaptive proxy model uses packet filtering, all security decisions remain with the proxy.
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