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The inform a ti on in this guide has been provi ded by Net work As s oc i a te s , In c . To the best knowl ed ge of Net work
As s oc i a te s , In c . , these companies of fer the types of produ cts de s c ri bed . These companies are solely re s pon s i ble for
t h eir sof t w a re ,d i s tri buti on , and su pport servi ce s . Net work As s oc i a te s , In c .d i s claims any and all liabi l i ties for and
m a kes no warra n ti e s , ex pre s s ed or implied , with re s pect to these produ ct s ,i n clu d i n g, wi t h o ut l i m i t a ti on , the implied
w a rra n ties of m erch a n t a bi l i ty and fitness for a particular purpo s e . Di s tri buti on of these produ ct s , or inform a ti on
con cerning these produ ct s , does not con s ti tute Net work As s oc i a te s , In c . en dors em en t of the produ ct s , the com p a n i e s ,
or su pport servi ce s . Produ ct inform a ti on is su bj ect to ch a n ge wi t h o ut noti ce .



O v e rv i e w

Ma n a ging a net work has never been so ch a ll en gi n g. Its pri m a ry role in

business and custom er opera ti ons makes net work managem ent a high

vi s i bi l i ty occ u p a ti on . Tod ay, you might be a hero, yet one major net work gl i tch

could trample you tom orrow.

The stakes are high because data net works are the lifebl ood of bu s i n e s s .

Wh en they work well , n et works adva n ce a com p l ex web of a pp l i c a ti ons that

provi de ju s t - i n - time produ cts and servi ce s . Sm oo t h , ef f i c i ent net work

opera ti ons keep business hu m m i n g. Bo t t l en ecks or breaks in the net work can

bring business down . The re sults go stra i ght to – or of f of – the bo t tom line.

Net work As s oc i a tes has prep a red this Vi s i bi l i ty Gu i de to help net work

and business managers understand the financial risks of n et work down ti m e

and poor perform a n ce . This Gu i de explains how net work perform a n ce too l s

a re used , and how Net work As s oc i a tes produ cts com p l em ent and en h a n ce

trad i ti onal of feri n gs to cre a te a com p l ete soluti on . This Gu i de con clu des wi t h

su gge s ti ons for cre a ting a proactive stra tegy to en su re qu a l i ty net work

perform a n ce .
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

The Business Cost of Network Downtime

Net work perform a n ce probl ems cause two types of produ ctivi ty losses.

The first is “h a rd down ti m e ,” wh en equ i pm ent failu res or physical faults leave

u s ers stra n ded . The other is “s oft down ti m e ,” wh i ch is app l i c a ti on degrad a ti on

c a u s ed by a slow or malfuncti oning net work .

Everyone knows wh en hard down time occ u rs . Ha rd down time bri n gs

tra n s acti ons to a halt, i n terru pts custom er servi ce , and causes direct revenue loss.

A recent In fon etics Re s e a rch , In c . ,s tu dy found that hard down time tra n s l a tes to

an annual loss of $2.5 mill i on on avera ge in mid-sized or ga n i z a ti on s1.

Ha rd down time is a tangi ble probl em . A net work manager ’s

perform a n ce is usu a lly measu red against net work ava i l a bi l i ty, so net work i n g

bu d gets are ge a red tow a rds minimizing the impact of h a rd down time and

re s o lving it as qu i ck ly as po s s i ble wh en it happen s . However, it is on ly the ti p

of the iceber g.

Soft down ti m e , or servi ce degrad a ti on , is less catastrophic in natu re but

m ore insidious than hard down ti m e . Servi ce degrad a ti on costs most

or ga n i z a ti ons abo ut twi ce as mu ch in produ ctivi ty loss as hard down ti m e ,

according to In fon eti c s . Soft down time is more perva s ive , m ore con s t a n t ,m ore

difficult to measu re ; and causes the most damage .

P roductivity Hits from LAN Downtime

Most of the costs are hidden for service degradations or soft downtime but the
most damage is done at this level.  In fact, service degradations annually costs
the average company twice as much in productivity loss as hard downtime.
(Based on 100% productivity loss for affected users during hard downtime, and
50% during a service degradation).
S o u rce: Infonetics

Soft down time comes from poor app l i c a ti on perform a n ce – many

times caused by net work con ge s ti on . Al t h o u gh it may be ch ron i c ,s of t

down time doe s n’t regi s ter with sen i or managem ent as ac utely as hard

down time does because servi ce degrad a ti on tends to move thro u gh differen t

a reas of the net work over ti m e , and its causes can be elu s ive .

31% HARD DOWNTIME

69% SOFT DOWNTIME

1 Infonetics Research, Inc., ”Business-Centric Network Management and Downtime Costs,“1997. Infonetics
surveyed 100 organizations with networks of at least 1,500 nodes, averaging 14,000 employees and 
revenue of $3 billion.



N E T W O R K  A S S O C I A T E S

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

4

Fo ll owing are net work down time stati s tics ga t h ered by In fon eti c s .

The risk of m ore losses grows with bi gger, m ore com p l ex net works hosti n g

c ri tical business app l i c a ti on s . Iron i c a lly, de s p i te the import a n ce of en su ri n g

n et work perform a n ce and managing an ever- ch a n ging array of n ew

com mu n i c a ti ons tech n o l ogy, most corpora te inform a ti on sys tems groups are

s c raping by with little or no growth in technical re s o u rces and staff.

The In fon etics stu dy reported an avera ge LAN managem ent bu d get of $ 2

m i ll i on – one qu a rter of what the same or ga n i z a ti ons lose each year from

n et work perform a n ce gl i tch e s . The planning requ i red to proactively avoi d

down time gets the least atten ti on because net work managers spend most of

t h eir time fixing urgent probl ems affecting ava i l a bi l i ty of the net work . Bec a u s e

t h eir focus is on keeping the net work ru n n i n g, t h ey lack the time and re s o u rce s

to anti c i p a te probl ems and take proactive measu res to avoid them . As a re su l t ,

most net work managers cannot guara n tee perform a n ce levels for their net work s .

H a rd Downtime Metrics
Average outages per month . . . . . . . . . . . . . . . . . . . . . . . 1 . 8
Average duration per outage . . . . . . . . . . . . . . . . . . . . . . 1.3 hours
Total hard downtime per year . . . . . . . . . . . . . . . . . . . . . . 28 hours
P e rcent of employees aff e c t e d. . . . . . . . . . . . . . . . . . . . . . 3 3 %
Revenue loss per year . . . . . . . . . . . . . . . . . . . . . . . . . . . . $2.5 million
P roductivity cost per year . . . . . . . . . . . . . . . . . . . . . . . . . $1.6 million
(100% productivity loss during outage) 

Soft Downtime Metrics
Average service degradations per month . . . . . . . . . . . . . . 3 . 9
Average duration of service degradation. . . . . . . . . . . . . . 2.3 hours
Total service degradation per year. . . . . . . . . . . . . . . . . . . 107.6 hours
P e rcent of employees aff e c t e d. . . . . . . . . . . . . . . . . . . . . . 4 1 %
P roductivity cost per year . . . . . . . . . . . . . . . . . . . . . . . . . $3.5 million
(50% productivity loss during soft downtime)

S o u rce: Infonetics

$7.6 Million Annual Average Downtime Cost

Cost of downtime as
networks become
m o re complex

Network management
re s o u rces can’t keep
p a c e

Management budget

Cost of downtime

Ti m e

$ 7 . 6

$ 2
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

Conventional Network Perf o rmance Tools: Spotty Payoff

Net work planning is of ten a gut - l evel exercise con du cted with pencil and

p a per. Proactive tools for net work perform a n ce planning, de s i gn , a n d

opti m i z a ti on are ava i l a bl e , but most are difficult to use–they ’re too com p l ex ,

ex pen s ive , and requ i re too mu ch tra i n i n g. Very of ten the ef fort requ i red to

i n s t a ll and maintain su ch tools out wei ghs the ben efits they provi de .

Net work managers may ju s ti f i a bly use the latter excuse since most are

bu ri ed by re active , f i re figh ting tasks that con sume their days . It is an obvi o u s

Ca tch - 2 2 : preocc u p a ti on with avoiding and fixing hard down time en su res the

l i kel i h ood of s ervi ce degrad a ti on s . And it’s the latter that causes more damage

in produ ctivi ty costs and snow - b a lling ef fects ra t h er than hard down ti m e ,

according to In fon eti c s .

Yet proactive managem ent ef forts to con trol soft down time wi ll actu a lly

s top most probl ems from ever devel oping into net work failu re s . “S pend a little

and save a lot” is the opera tive mantra .

Net work managers should use ava i l a ble net work analysis and proactive

m a n a gem ent too l s . Un fortu n a tely, m a ny are inadequ a te for the task of tru e

proactive managem en t . These produ cts usu a lly focus on status reporti n g,

probl em iden ti f i c a ti on and re s o luti on , or re active fire figh ti n g. Th ey lack

su b s t a n tive perform a n ce reporting and trending inform a ti on , wh i ch is cri ti c a l

to proactive managem en t .

Pitfalls of Traditional Management Platforms and To o l s

Is o l a ting and solving poor net work re s ponse time is one of a net work

m a n a ger ’s bi ggest fru s tra ti on s . Poor net work re s ponse time can be caused by a

va ri ety of probl em s , i n cluding inadequ a te bandwi d t h , u n detected net work

errors ,s erver bo t t l en eck s , m i s con f i g u red ro uters , PC con f i g u ra ti on errors ,a n d

i n ef f i c i ent or misbeh aving app l i c a ti ons sof t w a re .

Probl ems of ten stem from the com p l ex en d - to - end interacti on of a ll of

these factors . This scen a rio is becoming more com m on as or ga n i z a ti ons move

to cl i en t - s erver arch i tectu re s . Probl em re s o luti on requ i res a significant amount

of time and technical know how. F i xes of ten need a com bi n a ti on of ted i o u s

h a n d - decoding of l ong tra n s acti on trace files, ex pert knowl ed ge , and time on

the ph one with several ven dors .
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6

Trad i ti onal SNMP- b a s ed net work and devi ce managem ent platform s , su ch as

HP Open Vi ew, Su n Net Ma n a ger, Ca bl etron Spectru m , Ci s co Work s , Bay

Optivi ty, and other soluti ons that rely on RMON MIB and SNMP data are

u s ed to mon i tor the minute - by - m i nute ava i l a bi l i ty of n et work com pon ents or

provi de gen eric net work stati s ti c s . In gen era l , the app l i c a ti ons running on

these platforms tend to focus on iden ti f ying net work hardw a re probl ems or

providing stati s tical inform a ti on , but not interpreting it or recom m en d i n g

s o luti on s. Th ey are not ge a red to proactive managem ent or con su l t a tive

probl em re s o luti on tech n i qu e s .

Net work Ava i l a bi l i ty and Devi ce Ma n a gem ent platforms are good too l s

for tro u bl e s h oo ting the hardw a re faults that cause hard down time or acting as

traffic level co u n ters . However, t h ey do not provi de det a i l ed analysis of tra f f i c

at all layers of the net work , wh i ch is how more com p l i c a ted probl ems are

i den ti f i ed . Proactive managem ent requ i res being able to analy ze , at all net work

l ayers , the impact of a particular app l i c a ti on , con n ecti on , or server sys tem .

Ma n a gem ent platforms are not de s i gn ed for su ch analys i s . The con s equ en ce is

“m a n a gem ent by swivel ch a i r,” as net work opera tors move from mon i tor to

m on i tor ch ecking server, hu b, ro uter, and firew a ll ; or pour thro u gh reams of

s t a ti s tical data to determine why the fault occ u rred or what they should do to

re s o lve it.

Network Associates Software Automates Problem Resolution

Net work managers wel come the idea of a utom a ting net work perform a n ce

t a s k s . But autom a ti on is a difficult, com p l ex proce s s . Ma ny autom a ted

m a n a gem ent tools are not immed i a tely usef u l , f ru s tra ting managers with the

amount of m i nutia and det a i l ed produ ct knowl ed ge they requ i re .

This com p l ex i ty of a utom a ti on stems from the roles that net work

m a n a gem ent tools trad i ti on a lly play: devi ce managem ent and net work

ava i l a bi l i ty reporti n g. Devi ce Ma n a gem ent app l i c a ti ons are typ i f i ed by

produ cts su ch as Ci s co Work s , wh i ch all ows managers to mon i tor the status of

LAN Management Platform Roles

Device Management Network Availability Expert Analysis

Products: • CiscoWorks • HP OpenView •Sniffer TNV
• Bay Optivity •Cabletron Spectrum 

•Other applications 
using the RMON MIB
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

i n d ivi dual net work com pon ents to ascertain their acce s s i bi l i ty. While provi d i n g a

t h oro u gh vi ew of n et work hardw a re health, su ch tools do not help to track down

h i gh er- l evel probl ems that arise in net work traffic flow. The Net work Ava i l a bi l i ty

tools mon i ter traffic flows , but con f i g u ring the data co ll ecti on is usu a lly a manu a l

process and the amount of data gen era ted can be overwh el m i n g.

Both tools are requ i red in a net work , but simply autom a ting their tasks

l e aves net work managers wading thro u gh reams of s t a ti s tical data. What is

n eeded is autom a ted “ex pert analys i s” that can filter out the most rel evant data

wh en tro u bl e s h oo ting specific probl ems or mon i toring the net work for parti c u l a r

s ym ptoms of h e a l t h . Autom a ti on alone does not be s tow this ex pert analys i s , a s

m a ny managers have fo u n d .

Here is what net work managers re a lly need from easy to use, ex pert - b a s ed

a utom a ted too l s :

1 . Is o l a te net work probl ems occ u rring any wh ere in the seven - l ayers of the OSI

n et working model . In tell i gent tro u bl e s h oo ting tech n o l ogy all ows high - s peed

pro tocol analy zers to perform the ex ten ded analysis requ i red to find and solve

u pper- l ayer probl ems and tro u bl e s h oot lower- l ayer probl em s . As the indu s try ’s

most wi dely - u s ed tool for net work fault and perform a n ce managem en t ,

Net work As s oc i a te s’ Sn i f fer❊ Total Net work Vi s i bi l i ty❊ Su i te (Sn i f fer TNV)

provi des the autom a ted intell i gen ce you need to preven t ,p i n poi n t , and re s o lve

probl ems – swi f t ly and ef f i c i en t ly.

LAN MANAGEMENT PRODUCTS THAT SHORTEN DOWNTIME

S n i ff e r, NAI

O p e n Vi e w, HP

C i s c o Works, Cisco

O p t i v i t y, Bay

S p e c t rum, Cabletro n

D o n ’t Know

N o n e

31%

24%

14%

11%

6%

9%

19%

P e rcentage of Respondents

10% 20% 30%

S o u rce: 1997 Infonetics Research., Business-Centric Network Management 
and Downtime Costs, 1997
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N E T W O R K  A S S O C I A T E S

2 . Mon i tor re a l - time net work con d i ti ons and app l i c a ti on beh avi or thro u gh o ut

the OSI layers . A cen tra l i zed console that mon i tors distri buted data ga t h eri n g

devi ces and provi des ex pert - b a s ed analysis can help to proactively manage

en ti re net works with fewer peop l e , s o lve probl ems faster and su pport bet ter

planning for the futu re . Net work As s oc i a te s’ Sn i f fer Servi ce Desk Su i te

provi des high - l evel reports of probl ems and recom m en ded soluti ons before

perform a n ce probl ems devel op.

3 . S peed up probl em re s o luti on thro u gh autom a ted tro u bl e - ti cketing and

re s ponse managem en t . Net work As s oc i a te s’ Mc Afee❊ Total Servi ce De s k

(TSD) integra tes trad i ti onal help desk functi ons with net work managem en t

too l s . It can regi s ter po ten tial probl ems before they devel op, a utom a ti c a lly

n o ti f ying managem ent staff to avert down time before users noti ce .

Using these tools can save or ga n i z a ti ons a su b s t a n tial sum of time and

m on ey and improve the servi ce del ivered to end users . Th ey all ow net work

m a n a gers to cut down time and en su re more ef f i c i ent net work and app l i c a ti on

perform a n ce . Proactive managem ent is the key to litera lly mill i ons of do ll a rs in

down time preven ti on .

The Value of Expert Analysis in the Sniffer To t a l
Network Visibility Suite

It is unlikely that down time wi ll ever disappe a r, so the ch a ll en ge is to minimize

and handle it more ef f i c i en t ly thro u gh autom a ted ex pert - a n a lysis of n et work

probl em s . Net work As s oc i a te s’ ex pert - b a s ed Sn i f fer Total Net work Vi s i bi l i ty

Su i te autom a ti c a lly diagnoses and re s o lves probl ems spanning all layers of t h e

n et work .

Hi gh - s peed net working tech n o l ogies su ch as AT M , F D D I , and Fast or

G i ga bit Et h ern et pre s ent a whole new set of ch a ll en ge s . Finding and solvi n g

the upper- l ayer probl ems caused by distri buted app l i c a ti ons requ i res that an

a n a ly zer “ob s erve” n et work convers a ti ons for several minute s . But faster

n et work speeds make it more difficult for pro tocol analy zers to handle data

c a ptu re for the ex ten ded peri ods of time requ i red to “s ee” a com p l ete

convers a ti on bet ween net work el em en t s . An a ly zers can easily miss cri ti c a l

i n form a ti on if t h ey do not have su f f i c i ent time and mem ory to captu re data at

the full-line ra te .

R M O N , or rem o te mon i tori n g, is useful in ad d ressing some of t h e s e

ch a ll en ge s , but not all . App l i c a ti ons that uti l i ze an RMON MIB to co ll ect

i n form a ti on provi de very det a i l ed traffic level inform a ti on and con n ecti on

co u n ters . However, in order to acc u ra tely obtain app l i c a ti on perform a n ce or

cl i ent server con n ecti on det a i l s , you need ex pert analys i s .

GOVERNMENT CONTRACTOR 
I S O L ATES COMPLEX PROBLEM IN
MINUTES WITH SNIFFER TNV

A large government contractor was losing
critical project-management data on wide-
a rea router links that connected thre e
locations with a total of 50 Ethern e t
segments on FDDI backbones.

Four troubleshooters spent two weeks
t rying to diagnose the cause, with no
results. At night, they extensively tested
network interface cards, routers, and the
WAN connection. Finally, it seemed that a
router was dropping packets, but the cause
could not be determined. After installing
S n i ffer Pro WAN, the troubleshooters used
its expert analysis to zero in on the problem 
– it was the application software itself. The
a p p l i c a t i o n ’s preset acknowledgment times
w e re insufficient for use over a WA N
connection. The solution was to dedicate a
10 Mbps link for the critical application.

S n i ffer Pro WAN was able to locate, in a
matter of minutes, a problem that had
stymied four people for a total of 120
hours. Four people at $50/hour is $24,000,
which greatly exceeds the investment in the
S n i ffer TNV tool set. More o v e r, from a
personnel utilization standpoint, those four
people could have been working on other
p rojects, such as proactively optimizing
network perf o rmance to avoid problems in
the future .
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

Network managers need an intelligent way to determine which data is import a n t ,
coupled with an analysis methodology that finds problems at all layers of the OSI
model. Sniffer TNV is exactly such a tool. 

S n i ffer TNV Provides Total Network Visibility of Fast 

Networking Te c h n o l o g y

Sn i f fer TNV em p l oys more than 350 pro tocol decodes to analy ze net work 

traffic and spot probl ems causing down time or servi ce degrad a ti on on 

mu l ti - topo l ogy, mu l ti - pro tocol net works autom a ti c a lly and in re a l - ti m e .

Sn i f fer TNV produ cts are easy to use. Hi t ting one key opens the 

ex pert - overvi ew screen , wh i ch breaks down the net work according to the 

7 - l ayer Open Sys tems In tercon n ecti on (OSI) model ,s h owing app l i c a ti on s ,

con n ecti on s , su b - n et works and physical devi ce s . The ex pert en gi n e , in Sn i f fer

T N V, t h en looks for anom a l i e s , scanning for over 200 different types of

probl em s .

On screen , Sn i f fer TNV high l i ghts any su ch probl ems that it finds. Us ers

s el ect one that tro u bles them , hit a key, and Sn i f fer TNV explains the probl em

in det a i l , su gge s ting causes and recom m ends soluti on s .

To deal with the high traffic vo lume and com p l ex i ty of fast net work i n g

tech n o l ogi e s , Sn i f fer TNV uses spec i a l i zed filtering mechanisms for ATM and

f ra m e - b a s ed net work s .

Sm a rt Ca ptu re™ is a filter that sorts thro u gh the com p l ex i ties of AT M

traffic for tro u bl e s h oo ting purpo s e s . Most ATM probl ems are con n ecti on

ori en ted probl em s , i nvo lving a series of requests and replies that flow ac ro s s

m a ny layers of ATM signaling pro toco l s . With the paten ted Sm a rt Ca ptu re

tech n i qu e , Sn i f fer TNV is able to fo ll ow the en ti re setup procedu re to sift out

key, of ten hard to find inform a ti on that re a lly matters in re s o lving AT M

n et work con n ecti on probl em s .

Foc u s ed Ex pert is a fra m e - b a s ed filter for Et h ern et and FDDI back bon e s .

It divi des and con qu ers net work traffic in order to scan it more ef f i c i en t ly. By

i n tell i gen t ly analyzing the most rel evant net work convers a ti on s , Sn i f fer TNV

provi des ef f i c i ent and autom a tic seven - l ayer ex pert analysis at h i gh speed s .

N ATURAL FUEL PRODUCER SAV E S
$300K AND BOOSTS DATA B A S E
PERFORMANCE WITH SNIFFER TNV

One of the nation’s largest natural fuel
p roducers found itself stymied while trying to
upgrade an inefficient but critical business
application. To eliminate the need for nightly
s y n c h ronization of three databases acro s s
w i d e - a rea leased lines, the company chose to
re-host its application to a single Oracle
database that could be accessed in re a l - t i m e
by its three main LAN sites.

But during the test phase, perf o rmance was
abysmal. Transactions that used to take 30
seconds on the LANs took up to four minutes
over the WAN. Already five months into
development, management was concern e d
that it would have to scrap the project. One
a l t e rnative would cost $300,000 in additional
equipment, and the only other choice was to
maintain the status quo.

The source of the problem was puzzling.
WAN perf o rmance was obviously poor, but
p e rf o rmance on the LAN was also bad. The
new Oracle database should have vastly
o u t p e rf o rmed the old PC-based servers. Wa s
it the network or the database? The answer
was finally found by using Sniffer TNV to see
what was happening between the
application and network layers.

The problem was found in two hours: when
they re-hosted the application, pro g r a m m e r s
had retained batch-processing to avoid
changing client applications. This method
sent each individual data row as a separate
network packet, destroying network
p e rf o rmance. A transfer of 10,000 rows sent
10,000 packets, plus an acknowledgement for
e v e ry packet sent.

The fix turned out to be easy: simply tuning
the application to IP’s maximum transmission
unit of 1,500 bytes per frame. Perf o rm a n c e
over the WAN improved three times over
what users saw with the original application,
nightly synchronization has been eliminated,
and the company avoided a potential
$300,000 gaff e .

E x p e rt

Conversation Analysis

Connection Counter

Tr a ff i c

RMON SNIFFER TNV
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10

Conventional Analyzers Face Challenges with Fast Network Analysis

The trad i ti onal met h od for tro u bl e s h oo ting net works is to captu re data at the

f u ll-line ra te while simu l t a n eo u s ly app lying ex pert analysis to the data stre a m s

at all layers of the OSI model . This can be a very useful tech n i qu e , e s pec i a lly if

t h ere is a specific occ u rren ce you are inve s ti ga ting or you are analyzing lower

s peed links.

However, i f the obj ective is to “s ee” a ll the data over an ex ten ded peri od

of ti m e , few PCs have en o u gh mem ory or disk space to accom m od a te all the

data that is co ll ected ,p a rti c u l a rly at high speed s . As a way around this

l i m i t a ti on , data is captu red to a bu f fer at the full-line ra te for a short du ra ti on ,

with su b s equ ent analysis of the bu f fered data at a slower pace . The fo ll owi n g

d i a gram illu s tra tes this approach .

Traditional Network Analysis

Here we see a very short - du ra ti on sample of a ll of the data. The sample

is repre s en ted in the diagram by the thin cro s s - s ecti on , wh i ch repre s ents a ti m e

s l i ce of the data – typ i c a lly two or three secon d s . Th ere are two probl ems wi t h

this approach . The first is that unless you have a specific occ u rren ce in mind

t h ere is no easy way to dec i de wh i ch data to captu re , so you end up with a

ra n dom sample. This is adequ a te if you are simply ga t h ering stati s ti c s . But for

tro u bl e s h oo ting specific perform a n ce probl em s ,e s pec i a lly at the high er layers

of the OSI model , this approach is ra n dom and inef f i c i en t .

The second issue is that short samples usu a lly make it impo s s i ble to

i den tify app l i c a ti on probl ems at the upper- l ayer of the OSI model , wh i ch is

wh ere the most difficult net work probl ems occ u r. These probl ems tra n s p i re

over a lon ger time peri od than the sample can captu re . The sampling du ra ti on

is so short that you never get a ch a n ce to see com p l ete convers a ti ons bet ween

n et work el em en t s .
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

11

S n i ffer TNV’s Capture and Analysis Filters are Ta i l o red for Fast

Network Analysis

Sn i f fer TNV inste ad uses two different intell i gent tro u bl e s h oo ting tech n o l ogi e s

for high speed ATM and Et h ern et/FDDI net work s .

ATM - Smart C a p t u re

Sm a rt Ca ptu re performs a functi on very mu ch like trying to find a needl e - i n - a -

h ays t ack . Taking adva n t a ge of the ATM hardw a re’s filtering capabi l i ty it isolate s

the cri tical signaling and con trol pro tocol inform a ti on (the needles) from the

o t h er traffic that does not affect ATM net work opera ti on (the hay) on the

n et work . The filter determines ex act ly wh i ch data to examine more cl o s ely and

s c reens out all other net work tra f f i c . Si n ce this data repre s ents on ly a ti ny

f racti on (mu ch less than 0.1%) of a ny link’s tra f f i c , wi t h o ut Sm a rt Ca ptu re ,

probl ems at this level would be impo s s i ble to iden ti f y.

Sm a rt Ca ptu re is the corn ers tone of Sn i f fer TNV’s abi l i ty to provi de

ef f i c i ent net work tro u bl e s h oo ting of ATM probl em s .
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12

Focused Expert: Ethernet and FDDI

The Foc u s ed Ex pert filter takes a different approach to Et h ern et and FDDI

n et work analys i s . Con s i der the analogy of tuning into a radio stati on . Th ere

a re many radio stati ons wh i ch you scan, f i n a lly sel ecting your favori te . Yo u

l i s ten to the en ti re song playing on that stati on . You then scan the rad i o

s t a ti ons again sel ecting your second favori te and listen to the en ti re son g

p l aying on that stati on .

Si m i l a rly, Foc u s ed Ex pert sets net work ID filters so that it can stu dy

en ti re net work convers a ti on s . It sel ects specific convers a ti ons to analy ze , one at

a ti m e , pri ori tizing them and app lying ex pert analysis to each in tu rn . Thu s , i t

can examine convers a ti ons for several minutes to find probl ems at any layer of

the OSI model - including the all - i m portant app l i c a ti on layer.

Du ring each filtered captu re , Foc u s ed Ex pert looks for sym ptoms and

d i a gnoses probl ems in re a l - ti m e . If it sees any probl em s , it stores the assoc i a ted

trace files for analysis by the user. Pressing a single key starts a captu re proce s s .

Sn i f fer TNV even ch a n ges filters on its own as it narrows in on the probl em .

The re sult of this analysis is that a rel a tively small amount of data is stored ,

and all of it is rel evant to tro u bl e s h oo ting the probl em at hand.

P roactive Network Management with Net Tools Manager

The key to proactive managem ent is mon i toring and analysis of n et work

con d i ti ons overti m e . Most managem ent tools can mon i tor net work stati s ti c s

and report them wh en they re ach certain thre s h o l d s , but staffers must then

w ade thro u gh this data to figure out what it means.

The Proactive Devi ce An a lysis tools in Sn i f fer Servi ce Desk Su i te (SSD)

l evera ge Sn i f fer ex pert - b a s ed analytical capabi l i ties to provi de re a l - ti m e ,

d i s tri buted mon i toring of n et work health ac ross the en ti re infra s tru ctu re . Th e

re sult is an autom a ti c a lly updated , pri ori ti zed list of po ten tial net work

probl em s . Net work managers wi ll see probl ems before they devel op. Th e
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

s of t w a re pre s ents a det a i l ed analysis of probl em causes, a ll owing net work

m a n a gers to prevent servi ce degrad a ti on or po ten tial net work failu re s .

Advanced Capabilities Brings Proactive Device Management

No matter how well managed , n ew probl ems inevi t a bly crop up wh en on e

i n s t a lls new net work app l i c a ti ons or hardw a re . The ro ll - o ut can affect the

perform a n ce and rel i a bi l i ty of o t h er app l i c a ti ons in ways that are difficult to

pred i ct ,u n ders t a n d , i s o l a te , and solve . Probl ems can ra n ge from servi ce

degrad a ti on , to interm i t tent failu re , to mel tdown .

Com p l ex faults requ i re high er levels of a n a lyzing cl i en t - s erver pro toco l s

and long tra n s acti on sequ en ce s . The costs – both the initial probl em solvi n g

and the ad d i ti onal mainten a n ce requ i red – are usu a lly not inclu ded in the

ori ginal planning.

To ease dep l oym ent time and lower the risk of down ti m e , you need a

t h oro u gh understanding of your net work and how its tech n o l ogies interact . By

com bining RMON and other standard s - b a s ed tools with distri buted data

co ll ecti on and ex pert analys i s , you can get a det a i l ed understanding of tra f f i c

f l ow pattern s ,n et work uti l i z a ti on , and app l i c a ti on re s ponse ti m e s .

Sn i f fer Servi ce Desk can be used to :

• Ba s eline your net work to doc u m ent trends and uti l i z a ti on pattern s .

• Un derstand wh ere the cri tical segm en t s , u s ers , and app l i c a ti ons are and

m e a su re their impact on down time or poor perform a n ce .

• Iden tify the segm ents that need to be upgraded , or proj ect over time wh en

t h ey wi ll need ad d i ti onal capac i ty.

Sn i f fer Servi ce Desk is a su i te of d i s tri buted analysis and reporti n g

tools with vi s i bi l i ty into all seven layers of the OSI net work model . It ga t h ers

i n form a ti on on specific app l i c a ti ons perform a n ce , n et work links, s erver

bo t t l en eck s , and more . Ba s ed on this inform a ti on , Sn i f fer Servi ce De s k

provi des reports that show wh i ch el em ents of your net work requ i re upgrade s

to improve re s ponse time for particular users .

The sof t w a re can also pinpoint inef f i c i encies su ch as net work

tra n s m i s s i on errors , ti m e - o ut s ,u n ex pected net work hogs , and poor fra m e

s i z i n g, a ll owing you to make more inform ed dec i s i ons abo ut moving to

h i gh er- b a n dwidth net work tech n o l ogies or tuning your net work .
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S n i ffer Service Desk Suite: How it works

At a cen tra l i zed con s o l e , Sn i f fer Servi ce Desk ga t h ers inform a ti on from SNMP-

m a n a ged devi ces in the net work . It analy zes MIB stati s tics and determ i n e s

wh i ch are the most cri ti c a l , trending them over time to pred i ct wh en a spec i f i c

i n terf ace wi ll exceed its perform a n ce thre s h o l d . Sn i f fer Servi ce Desk pull s

n et work stati s tics and analy zes them on a re a l - time basis if de s i red , wh ere a s

o t h er produ cts simply ga t h er sch edu l ed updates and compile them on ce a day.

Sn i f fer Servi ce Desk em p l oys an ex pert - b a s ed error sys tem to pri ori ti ze

probl ems and gen era te a list of t h eir prob a ble causes and best soluti on s .

Depending on the type of devi ce raising an alarm , Sn i f fer Servi ce Desk  is

i n dexed to the hardw a re ven dor ’s own doc u m en t a ti on to help managers

qu i ck ly re s o lve the probl em .

These produ cts are easy to set up and use. Ma n a gers simply define the

devi ces they want to manage ; Sn i f fer Servi ce Desk ga t h ers the inform a ti on and

a utom a ti c a lly diagnoses it. A simple gra phical interf ace all ows managers to

e a s i ly understand wh a t’s going on .

Sn i f fer Servi ce Desk  even shows the perform a n ce ch a racteri s tics of

n et working equ i pm en t’s more intri c a te part s . Ro uters , for ex a m p l e , con t a i n

s pec i a l i zed el em ents su ch as mem ory, an opera ting sys tem , an input / o utp ut

bu s , and net work interf ace s . Sn i f fer Servi ce Desk can report on how a ro uter is

tu n ed or con f i g u red ,a ll owing ad ju s tm ents to bet ter fit a particular envi ron m en t .

P roactive Problem Resolution with McAfee To t a l
S e rvice Desk

Doing more with less while providing high er servi ce levels is one of the most

c ri tical ch a ll en ges facing technical su pport and net work managers tod ay. Th e s e

ch a ll en ges are most keen ly felt at the net work help de s k .

Trad i ti on a lly, the help desk was re s pon s i ble for end user su pport wh i l e

n et work managem ent staff were re s pon s i ble for the net work infra s tru ctu re .

But incre a s i n gly, m a ny help desks have to ju ggle su pport ch a ll en ges wi t h

m a n a gem en t - rel a ted tasks su ch as tracking corpora te IT assets or re s o lvi n g

n et work - rel a ted probl ems on the spo t .

The trad i ti onal help desk and net work managem ent are now bei n g

i n tegra ted into one en ti ty. What is needed is a su i te of t h oro u gh ly integra ted

n et work managem ent and help desk app l i c a ti ons that help to unify these 

dual ro l e s .

PACIFIC NORTHWEST TECHNOLOGY
C O M PANY PROACTIVELY GAINS
CONTROL OF ITS NETWORK WITH
SNIFFER SERVICE DESK

When the Network Services group of a Pacific
N o rthwest technology company put Sniff e r
S e rvice Desk Suite to work, within 10 minutes
its analysis spotted 10 potential pro b l e m s .

After a week of solving these immediate
p roblems, network managers began the
p rocess of proactive perf o rm a n c e
management. They set bandwidth and erro r
condition alarms, and then tied those alert s
to their paging system to provide early
w a rnings of network trouble conditions. This
strategy ensured that network staff would
l e a rn about problems without hearing fro m
u s e r s .

Sniffer Service Desk was also used to create
a monitored testbed for every stage of
ongoing network segmentation and server
additions. During the installation of an NT
s e rv e r, managers had trouble with the
distribution of DHCP IP addresses acro s s
network segments. Sniffer Service Desk
quickly and accurately pinpointed the
p roblem and provided actionable
information to solve it before the problem
could spread to the production network.

The benefits of this proactive approach were :

• Sniffer Service Desk provided a very high
re t u rn on investment by re p l a c i n g
speculation with real information and
analysis. Eff o rts were concentrated on
solving problems rather than searching
for their cause.

• The expert symptom and diagnosis system
helped proactively look for little problems
before they became big problems.

• Because the network is often inaccurately
blamed for downtime that is actually
caused by servers or applications,
management staff gained not just insight,
but also relief.
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

The Integrated Help Desk/Network Management Solution

Mc Afee Total Servi ce Desk (TSD) provi des all the tools nece s s a ry to handle the

d ay - to - d ay tasks of n et work managem en t , su ch as inven tory, s of t w a re

m eteri n g, and sof t w a re distri buti on . It inclu des many functi ons to improve

the help de s k’s ef f i c i ency and en h a n ce its capabi l i ti e s .

All the TSD tools are ti gh t ly integra ted to provi de one source of

n et work and de s k top inform a ti on , and to autom a te the process of i n terpreti n g

and acting on this inform a ti on . TSD of fers a unique com bi n a ti on of proactive

m a n a gem ent and help desk too l s .

P roactive Problem Pre v e n t i o n

Total Servi ce Desk all ows help desk staffers to be more proactive by iden ti f yi n g

po ten tial probl ems and taking corrective acti on before they occ u r. TSD can

detect probl ems before users become aw a re of t h em , su ggest soluti on s , a n d

a utom a ti c a lly inform IS staff via e-mail or pager.

Im m ed i a te help desk aw a reness of probl ems affecting mu l tiple users

a ll ows con s i s tent managem ent and ti m ely re s o luti on of these probl em s . Th i s

re sults in less down ti m e , fewer calls to the help desk and gre a ter user

s a ti s f acti on . For ex a m p l e , k n owing that a server is having probl ems and may

go down en a bles proactive noti f i c a ti on of a f fected users via e-mail, before they

c a ll to add their tro u ble ti ckets to the work l oad .

Autom a tic noti f i c a ti on can also be used to inform pers on n el

i m m ed i a tely wh en a net work com pon ent malfuncti on s . This cuts redu n d a n t

c a ll vo lu m e , en a bling help desk opera tors and net work managers to app ly

m ore of t h eir time to solving and preven ting probl em s . In many cases,

probl ems can be re s o lved before any end users are affected .

Total Servi ce Desk applies its adva n ced messaging capabi l i ties in the

oppo s i te directi on as well . Us ers can notify help desk opera tors of a probl em

by simply cl i cking on the “ Re s c u e” i con on their de s k top s . Rescue immed i a tely

co ll ects all of the appropri a te de s k top con f i g u ra ti on inform a ti on , su ch as

copies of con f i g u ra ti on files and a snapshot of the user ’s de s k top, a t t ach e s

these files to an e-mail message and forw a rds the message to the help de s k .

This tro u ble ti cket is autom a ti c a lly proce s s ed using a set of predef i n ed rules to

l oc a te and notify the appropri a te help desk pers on n el .

P roactive Network Management Problem Resolution

Total Servi ce Desk su pports open standards su ch as SNMP. This makes it

conven i ent to have your  net work managem ent tools del iver their noti f i c a ti on s

NETWORK CONSULTING FIRM
SPEEDS LARGE NETWORK
A N A LYSIS WITH SNIFFER 
S E RVICE DESK

A network-consulting firm specializing in
enterprise network management systems
uses Sniffer Service Desk to help speed
diagnostic analysis of its customers’ larg e
L A N / WAN routed networks.

The consultants use Sniffer Service Desk to
p roactively monitor bandwidth utilization
for capacity planning and perf o rm a n c e
re p o rts, taking advantage of Sniffer Serv i c e
D e s k ’s automatic, real-time evaluation. A
manual evaluation using traditional
network management tools would re q u i re
checking each individual circuit – a tedious,
v i rtually impossible exerc i s e .

One customer was rolling out a distributed
SAP/R3 installation across more than 300
locations. With Sniffer Service Desk, the
consultants tracked bandwidth utilization
on hundreds of WAN circuits costing more
than $1 million per year in access charg e s .
They perf o rmed trend analysis on every
c i rcuit and identified overutilized links that
were causing poor application p e rf o rm a n c e .
This analysis helped to improve application
response times while avoiding the purc h a s e
of yet more gear or bandwidth.

S n i ffer Service Desk also helps solve
p roblems with carrier services. During an
audit of a customer’s frame relay serv i c e ,
S n i ffer Service Desk spotted incidents of
high congestion which were resulting in
sluggish perf o rmance. The carr i e r, however,
had only noticed lower utilization rates and
concluded that the line was fine. The
customer used Sniffer Service Desk’s re p o rt s
to prove their case to the carr i e r, who
subsequently solved the pro b l e m .
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to the servi ce de s k . By doing so, you levera ge TS D’s powerful escalati on and

a l erting functi on s . These functi ons can be mon i tored by TS D’s Servi ce Level

Agreem ent modu l e , giving you com p l ete con trol over defining who should

receive each type of a l ert and what the appropri a te re s ponse time should be .

Event Orch e s tra tor, a com pon ent of TSD that runs as a Wi n dows NT Servi ce ,

con s t a n t ly mon i tors the net work for SNMP  alerts that are po s ted wh en a

n et work com pon ent malfuncti on s . Wh en an alert is intercepted , a tro u bl e

ti cket is gen era ted and the help desk and net work pers on n el are autom a ti c a lly

n o ti f i ed via e-mail or pager of the com pon en t’s unava i l a bi l i ty – even users wh o

a re likely to be affected can be noti f i ed .

Total Servi ce Desk provi des tools that all ow help desk analysts to fix

probl ems wi t h o ut having to rely on net work managem ent pers on n el .

In form a ti on su ch as hardw a re , s of t w a re , and con f i g u ra ti on file data assists the

h elp desk opera tor in diagnosing probl ems qu i ck ly wi t h o ut passing the

probl em on to second level su pport . Th ey can revi ew re s o u rce all oc a ti ons and

a l ter acce s s ,u pgrade outd a ted sof t w a re vers i on s , rep l ace DLLs, con trol en d

u s er menu s , re s et acce s s , and perform other tasks that would otherwise be

h a n dl ed by net work managem ent pers on n el .

McAfee Total Service Desk Is Easy to Use

Ma ny users who have ch o s en com peti tive help desk produ cts are dismayed to

find that implem en t a ti on can take six to nine months due to propri et a ry

devel opm ent languages and limited database integra ti on . Fu rt h erm ore , m o s t

su ch point produ cts focus on the help desk on ly – they are not an integra ted

su i te of h elp desk and net work managem ent too l s .

Ot h er net work managem ent pack a ges that use propri et a ry databases

cannot provi de en terprise help desks with access to the net work managem en t

i n form a ti on stored in those databases. TSD inste ad uses non - propri et a ry

database and devel opm ent standard s ; t h erefore , you can be up and running in

a produ cti on envi ron m ent in less than 45 days . The key to this integra ted ease

of use is su pport for open database standards su ch as Oracl e , S Q L , and Syb a s e

database managem ent sys tem s .

The integra ti on of these tech n o l ogies all ows your help desk to do wh a t

it incre a s i n gly must – help to manage the net work and el i m i n a te down time by

fixing tro u ble calls before they occ u r. Cen tralizing alerts at the IT servi ce de s k

i n su res that the en ti re IT or ga n i z a ti on is con s t a n t ly inform ed of the net work

s t a tus and can re act in a con f i dent and coord i n a ted fashion wh en a cri s i s

occ u rs . The TSD Wh i te Boa rd fe a tu re lets the en ti re IT or ga n i z a ti on know
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

a bo ut cri tical issues that are being worked on . This assu res that con s i s ten t

s t a tus inform a ti on is given to end users and that IT managem ent is not bl i n d

s i ded wh en serious probl ems occ u r. This targeted messaging sys tem , Be acon ,

l ets you send advi s ory messages to affected users before they call the Servi ce

De s k , reducing call vo lume and let ting you focus on re s o lving probl ems qu i ck ly.

Si n ce all IT activi ties are coord i n a ted thro u gh Servi ce De s k , a mu ch

m ore acc u ra te and con s i s tent record of probl ems and accom p l i s h m ents is

m a i n t a i n ed . This gre a t ly helps long term planning and managem ent revi ew of

h i s torical even t s . It is also inva lu a ble to assist you in prep a ring ch a n ge

m a n a gem ent proj ecti on s .

S u m m a ry

Tod ay ’s fast-paced business envi ron m ent cannot to l era te slow net works or

n et works that bre a k . The cost of f a u l ty perform a n ce is en orm o u s , avera gi n g

m i ll i ons of do ll a rs each year for large or ga n i z a ti on s . Conven ti onal net work

a n a lysis and managem ent produ cts are unable to help ti m e - s tra pped

i n form a ti on sys tems staffers keep net works running as smoo t h ly as they

s h o u l d . These profe s s i onals must obtain gre a ter in-depth net work vi s i bi l i ty on

a full - time basis. In s te ad of “s eei n g” the net work from the limited vi ewpoint of

h a rdw a re devi ce s , m a n a gers need to understand the actual com mu n i c a ti on s

that occur thro u gh o ut the com mu n i c a ti ons stack .

A new gen era ti on of a utom a ted net work managem ent diagn o s tic and

ex pert analysis sof t w a re from Net work As s oc i a tes all ows net work managers to

proactively prevent net work perform a n ce probl ems before they occ u r. Net work

As s oc i a tes provi des Total Net work Vi s i bi l i ty so that your net work wi ll work the

w ay users ex pect it to.

Productivity Cost
Revenue Loss
Causes

Broad Solutions

Focused Solutions

LAN Downtime — Costs, Causes, and Solutions

Hard Downtime
$1.6 million per year
$2.5 million per year
• Hardware failures
• Physical layer problems
• Move from reactive to

proactive planning
• Invest in training
• Replace old network

equipment
• Invest in new

management tools
• Replace cabling
• Modernize patch panels
• Buy and install fault-

tolerant, redundant
hardware

Service Degradation
$3.5 million per year
—
• Traffic congestion
• Poor application design
• Same as hard downtime

• Invest in new traffic
monitoring, RMON, real-time
reporting, and trending tools

• Invest in planning, design,
and optimization tools

Source: Infonetics



N E T W O R K  A S S O C I A T E S

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

.

18

The fo ll owing su gge s ti ons wi ll help you cre a te a proactive net work

perform a n ce managem ent stra tegy.

•  Build the Tea m. Talk to all parties that con tri bute to net work planning and

whose su pport yo u’ ll need in implem en ting ch a n ge s . This inclu des end users ,

a pp l i c a ti ons devel opers , s ys tem managers , n et work managers , and too l

ven dors .

•  Set Rea l i s tic Goa l s. Iden tify your most important probl ems and pri ori ti ze

t h em . Wh i ch wi ll provi de the most improvem ent for your or ga n i z a ti on ?

What futu re upgrades are planned? Don’t wait for a perfect soluti on to every

probl em . Ma ke improvem ents wh ere you can using your pri ori ti zed list.

• Get the Fa c t s. G a t h er hard data from con tro ll ed ex peri m ents or actual usage

using the best tools you have . Be su re your dec i s i ons are based on facts ra t h er

than guesswork . As a final measu re , a lw ays ask “ why ” – this wi ll en su re that

you understand the underlying re a s ons and have as mu ch inform a ti on as

po s s i bl e .

• Revi ew Your Opti on s. O n ce you have the data and understand the “ why ’s” of

your probl ems and goa l s , work with your team to revi ew and discuss the

most promising opti on s .

• Devel op a Plan. Any mod i f i c a ti on to one com pon ent of the net work may

a f fect other com pon en t s . Devel op a short - term and lon g - term te s ti n g

program with likely va ri a bles to avoid as many probl ems as po s s i bl e . Have

b ackups and con ti n gency plans so yo u’ ll alw ays be prep a red .

• Pa rtn er Wi s el y. At any step, you may need out s i de help to solve yo u r

probl ems and ach i eve your goa l s . Iden tify your obj ectives and “m i s s i n g

p i ece s .” Ma ke su re any out s i de provi ders of produ cts and servi ces unders t a n d

wh ere you are and wh ere you want to be . Pa rtn er with companies direct ly

ex peri en ced in meeting obj ectives similar to yo u rs .
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C U T T I N G  D O W N T I M E  W I T H  P R O A C T I V E  M A N A G E M E N T  T O O L S

I. Calculating your company’s productivity gain 
• Number of users
• Number of users X average annual cost of network

downtime ($1,433 per desktop)
• Downtime saved by Sniffer and Sniffer Service Desk

software
• Annual productivity benefit to your company 

(Line 2 X 3)

II. Calculating your company’s revenue benefits
• Increased E-commerce productivity
• Faster time to market for new products and R&D
• Increased production volumes
• Faster and more accurate billing of customers
• Better customer service
• Other benefits to company
• Total revenue benefit per year
• Your company’s % gross profit margin target
• Your company’s increased profit

III. Your company’s benefit from lowering support staff
expenses through improved troubleshooting 
• Number of support personnel
• Average annual salary + overhead 

(fully burdened cost)
• % of time spent solving problems
• % of time saved by using Sniffer suites
• Annual support budgets that can be used for other

activities – planning, product evaluation, solving 
less urgent problems, proactive management, etc.

IV. Payback on investment 
• Total annual benefits
• Total daily benefits
• Cost of Sniffer TNV and Sniffer Service Desk 

investment

V. Your Bottom Line Summary
• Payback in how many days...

R e t u rn On Investment (ROI) Analysis

This work s h eet wi ll help you to calculate the co s t s , ben ef i t s , and payb ack peri od of Net work As s oc i a te s

Sn i f fer Total Net work Vi s i bi l i ty and Sn i f fer Servi ce Desk sof t w a re su i te s .

Typical Network

500
$716,500

50%

$358,250

$50,000
$200,000
$50,000
$50,000

$350,000
10%

$35,000

5
$75,000

75%
50%

$140,625

$533,875
$1,463

$112,875

77

Your Network
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Forward product questions or sug gestions to Network Associates at: s a l e s s @ n a i . com  

Information is available o n World Wide Web at http://www.nai.com

Network Associates products, support, and services are available 
from sales offices, authorized resellers, and distributors worldwide.

Network Associates

C A N A D I A N  O F F I C E S

Network Associates Canada,Ltd.
TEL:(905) 479-4189
FAX:(905) 479-4540

E U RO P E A N  H E A D Q U A RT E R S

Network Associates UK Ltd.
Royal Albert House

Sheet Street
Windsor, Berkshire
SL4 1BE,England

TEL:(44) 1753-827-500
FAX:(44) 1753-827-520

A S I A / P A C I F I C / L A T I N  A M E R I C A

Network Associates Asia
TEL:81-6-615-6370
FAX:81-6-615-6371

Network Associates Australia Pty Ltd.
TEL:2-9437-58-66
FAX: 2-9439-51-66

Network Associates Latin America
TEL:(954) 452-1721
FAX:(954) 236-8031
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