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Please read the document fully, before you are going to run the DOCFIX macros ( included in this document ) . If any questions persist, please contact your McAfee representative or email questions to virus_research@cc.mcafee.com.


!This document contains macros to repair possible consequences of a macro virus infection!


(Make copies of any important documents that you plan to work on with DOCFIX)








1.  Problem: When saving my work, I can't change the file type from "Document Template" to "Word Document."


Non Infection Explanation A:


Inadvertently, a Word document has been opened or created as a template file. Unfortunately, you cannot change the file type of a template. To save your work as a Word document instead of a template, do the following procedure:





On the File menu, click New, and then click the template on which you want to base the new document (Normal.dot).


Click Document, and then click OK.





Copy or Cut/ Paste all of your work from the original file to the new document.


Save the new document, making sure that you click Word Document in the Save As Type box in the Save As dialog box.�
��
�
��
Note: If your original file contains macros, AutoText entries, custom toolbars, menu settings, and shortcut keys and you wish the document to have the same capabilities, you will need to  copy these items to the template on which you based the document.�
�
�
Possible Infection - Explanation B:


If your Word environment is infected by a macro virus, you will notice the above mentioned symptom. If you have deleted all viral macros using  Tools | Macro | Delete  you still may not be able to save your “cleaned” document as a Word Document(*.doc). We don NOT recommend this removal method by hand.  This is because a macro virus may re-infected your environment from another document you open or may activate when you click on  Tools | Macro .


Solution:  provided by McAfee 


Use VirusSCAN to scan all WORD documents on your system. You can quickly and automatically examine all your files, followed by reliable virus removal.  Please be sure that you are running the most current version of Scan with the most recent DAT files.





If you have already removed a macro virus by hand.  You will need to double click on the button shown and follow the following procedure:











				� MACROBUTTON docfix  ��











Make a copy of the Word Document.  Doing this allows you a back up and is recommended when using this beta program.


Double click on the Reset DOCument button.


A dialog box will ask you to select the file that is having difficulty.


Using the Open window, highlight the appropriate file and click on Open.


DOCFIX will list the known characteristics* of the file and ask if you wish to proceed, click Yes.


You should now save the file as a document.  Please be sure that the Save As Type box shows Word Document.  Select the area where you wish to save the file and click on Save.


The file has been reset when DOCFIX asks you if you would like to repeat this procedure.


Repeat as necessary.





*Some of these characteristics such as: AutoText entries, , custom toolbars, menu settings and shortcut keys may need to be copied or created in the new document.�



2. Problem: While loading your document Word requires a password OR you are unable to make changes in your document.


 


��
Non - Infection Explanation A: 


Word provides several ways to restrict changes to a document. You may do the following:


	


You can assign a protection password, which prevents unauthorized users from opening the document…


�
�
	


Or assign a password when you route a document for review, which prevents any changes except for annotations and marked revisions.





	


Finally, you may assign a password when you use form fields to create a form, which prevents others from changing the sections you specify. 





�
��
�
Possible Infection Explanation B:


Some macro viruses now are capable of setting passwords as part of their infection.  For example, using your Save As function might cause a virus to set a password .  You may be infected by a macro virus if you notice one of these following symptoms:





Protection password prompt before the document gets loaded


Tools|Unprotect Document menu entry appears


Changes in the document are not allowed to be saved under the same filename


�



Solution:  provided by McAfee 


Use VirusSCAN to scan all WORD documents on your system. 





You will need the exact password (case sensitive) used by the virus.  Our tool will only work for one specific password.. You will need to get the password from our website within the Virus Information Library under the macro virus which you are infected with.


http://www.mcafee.com








Then execute the tool with a double click on this button		� MACROBUTTON passfix  ��





Please follow the following password removal procedure:





Get password for virus from McAfee’s website.


Make a copy of the Word Document.  Doing so allows you a back up and is recommended when using this beta program.


Double click on Reset PASSword button, shown above.


DOCFIX will ask you to specify the password.  


Enter in password (case sensitive) and click OK.  Do not hit the return key after entering in the password.


A dialog box will ask you to select the file that is having difficulty.  Click YES.


Using the Open window, highlight the appropriate file and click on Open.  


You will see DOCFIX open the file and then return to the DOCFIX document.  The password has been removed.  DOCFIX now asks if you wish to repeat this procedure.


Repeat on other documents as necessary.


You must rerun VirusScan on these documents to be sure that the password protection has been eliminated and the files are clean.








�
3. Problem: After cleaning a macro virus I still can't see a Word menu entry, which was deleted by the virus during infection.


Possible Infection Explanation :


��



Some Word menu entries may have been deleted by a macro virus to avoid its detection by a user. These side effects need to be restored by the user.


�
�
Solution A: 





If you have no private menu customization use VIEW|TOOLBARS…|CUSTOMIZE… or TOOLS|CUSTOMIZE...  , activate the MENUS tab and click on the  RESETALL  button. This will restore the default menu system of MS Word. 





Solution B:  provided by McAfee 





If you like an automated tool to re-create only lost menu entries like


File|Templates


View|Toolbars


Tools|Macro


Tools|Customize


Tools|Options	( FOR ENGLISH VERSION; CURRENTLY ALSO 					WORKING FOR THE   GERMAN,  FRENCH, 				ITALIAN, DUTCH and SPANISH  WORD VERSION )  





OR you have private menu customization, 


please double click on this button		� MACROBUTTON menufix  ��











After you have used our DOCFIX, rerun VirusScan on all WORD documents
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